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ACRONYM LIST

EC EMERGENCY COORDINATOR

EOC EMERGENCY OPERATIONS CENTER
EOP EMERGENCY OPERATIONS PLAN
GSOC GLOBAL SAFETY OPERATIONS CENTER
HR HUMAN RESOURCES

IAT INCIDENT ASSESSMENT TEAM

IT INFORMATION TECHNOLOGY

NU NORTHEASTERN UNIVERSITY

NUPD NORTHEASTERN UNIVERSITY POLICE DEPARTMENT
OEM OFFICE OF EMERGENCY MANAGEMENT
SCT STRATEGIC CONTINUITY TEAM

SLT SENIOR LEADERSHIP TEAM

SVP SENIOR VICE PRESIDENT

NOTE ON THE STRATEGIC CONTINUITY TEAM (SCT)

The Northeastern University Strategic Continuity Team is the primary executive policy group for
Northeastern University during times of emergency. The SCT provides executive-level direction and
guidance in response to critical situations, including, but not limited to, delegation of authority,
strategic decision-making, resource allocation of limited assets, operational impact review,
internal/external communications, and authority over campus response strategies and plans. The
SCT is comprised of key leadership across Northeastern University and coordinates with emergency
Campus Operations Teams in the Global Network. The team includes two levels by function: Core
(major critical functions) and Expanded (supporting critical functions - activated depending on
situation).

The SCT Core Team includes Emergency Management, Public Safety, Communications, General
Counsel, and Student Affairs. The SCT Expanded Team can include any of the following Functions
based on need: Academic Affairs & Provost’s Office, Compliance, DEI, Facilities & Building Services,
Finance & Business Services, HR, Information Security, Internal Audit, Information Technology
Services, International Safety, President’s Office, Regional Deans & Operations, Risk Services, Global
Network, and Subject Matter Experts.
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1. INTRODUCTION
1.1. PURPOSE

Northeastern University Mission Statement

Northeastern seeks to contribute to the individual fulfillment of each member of the campus,
to the welfare of the surrounding communities, and to solutions that will address global and
societal needs.

Purpose

The purpose of this planis to give clarification and guidance for students, faculty, staff, and
guests and to coordinate activities in times of an emergency or crisis. The primary objectives
of the Emergency Operation Plan are:

Preparation: activities undertaken to provide the Arlington campus with the
operational capability to effectively respond to an emergency before it occurs.

Mitigation: activities that may either prevent an emergency from occurring or reduce
the campus’ vulnerability in ways that minimize the adverse effects of an emergency.

Response: activities that take immediate action to an emergency, which is either
imminent or occurring.

Introduction

This emergency management plan provides a campus strategy for preparing students,
faculty, staff, and guests in responding to emergencies on the Northeastern University
Arlington Campus.

An emergency is any event or condition that presents an imminent risk of death, serious
injury or illness to persons, suspension, or significant disruption of university operations,
significant physical or environmental damage, or significantly threatens the University’s
regional operations.

The Goal of the Plan

The goal is to maximize human safety and survival, minimize danger, preserve, and protect
property and critical infrastructure, provide for responsible communications with the
campus community and the local public during and after an emergency, and restore normal
activities.
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Scope

The Emergency Operations Plan (EOP) applies to all NU global networks, divisions,
departments, and offices on the education centers; and other NU-related facilities.
International travel and crises domestic and abroad are governed by plans through the
Global Safety Office. The EOP does not supersede or replace the procedures for safety,
hazardous materials response, or other procedures that are already in place at NU. It
supplements those procedures with an emergency management structure, which provides
for the immediate focus of management on response operations and the early transition to
recovery operations. An emergency is defined as any incident, natural or human-caused,
planned, or unplanned, that compels action to protect lives, public health, or property to best
ensure the safety of the community. Emergencies include any incident that materially
impacts or has the significant potential to impact, the ability of the university to carry out
core functions. Impacts may include physical and/or mental harm to people; damage or
disruption to campus property, facilities, roads, critical infrastructure, people, essential
technology, access to commodities; or widespread impacts within the surrounding
community that affect the university
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1.2. SITUATION OVERVIEW

Arlington Operations Team

The emergency Arlington Operations Team is responsible to formulate and lead the campus
response to an emergency. The campus operations team consists of the Regional Dean &
CEQ, Associate Dean & Campus Administrator, Director of Student Services, Campus
Operations Manager, Campus Operations Assistants, and I'T Support Specialist which are
responsible for daily campus operations, including safety and security. The team will:

Provide essential training and education for all Arlington campus staff.

Maintain relationships with local and Boston-based safety, health and emergency
partners including GSOC, NU Police, and Arlington Emergency Management, Police
and Fire Departments.

Facilitate and promote the use of university resources when necessary, and

Promote awareness among students, staff, faculty, and guests utilizing the campus.

Emergency Notification and Communications

The Regional Dean & CEO, Associate Dean & Campus Administrator, and Campus
Operations Manager will initiate the communication plan to notify students, faculty, staff,
and the public concerning all major emergencies (including weather and natural disasters), as
well as other conditions that present a potential threat. If there is a potential impact to
campus operations, the approach shall be as follows:

1. Regional Dean & CEQO, Associate Dean & Campus Administrator, and Campus
Operations Manager activate and request assistance from GSOC.

2. Incident Assessment Team (IAT) along with the Regional Dean & CEQO, Associate
Dean & Campus Administrator, and Campus Operations Manager accumulate
information around the issue, peer group approaches, local industry approaches, and
send SVP for Global Network & Strategic Initiatives a recommendation for any
campus outside of the BOS region to transition to remote operations.

3. SVPfor Global Network & Strategic Initiatives would then calibrate, aka challenge,
the recommendation with the team, update as necessary, and then send to Senior
Leadership Team (SLT) for discussion and approval.

4. SLTthen updates the President on our approach for the impacted campus, as
appropriate.

5. SCT, IAT, and Emergency Management assist in coordination of resources for on-
ground operations.

Notifications will communicate specific instructions, or suggestions, to all involved parties
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responding to the emergency. This communications strategy will use a myriad of resources,
including email alerts, mobile text alerts, and media (including social media) in accordance
with the communications plan.

Facilities

The Regional Dean & CEQO, Associate Dean & Campus Administrator, and Campus
Operations Manager will work with building management to ensure that procedures are in
place for the safe maintenance of the campus environment, as well as the critical utilities
necessary for business continuity.

The Regional Dean & CEO, Associate Dean & Campus Administrator, and Campus
Operations Manager will also work directly with the Senior Director of Global Site Security
to ensure that the campus is following all protocols to promote and maintain the safety of
students, faculty, and staff. Under the guidance of the Senior Director of Global Site
Security, the campus will comply with The Jeanne Clery Disclosure of Campus Security Policy
and Campus Crime Statistics Act (The Clery Act).

The Clery Act requires colleges and universities; both public and private, participating in federal
student aid programs to disclose campus safety information, and imposes certain basic requirements
for handling incidents of sexual violence and emergency situations. Disclosures about crime statistics
and summaries of security policies are made once a year in an Annual Security Report (ASR), and
information about specific crimes and emergencies is made publicly available on an ongoing basis
throughout the year.

Information Services

The Regional Dean & CEO, Associate Dean & Campus Administrator, and Campus
Operations Manager has developed a protocol with Information Services to maintain
administrative systems for network continuity; computer software, hardware, and network
connections; and classroom technical support critical to business continuity on the campus.

Interpersonal Violence Threats

In the event of a threat of violence to an individual staff, faculty, or student on campus, the
Regional Dean & CEO, Associate Dean & Campus Administrator, and Campus Operations
Manager will immediately dial 911 to refer the matter to the Arlington Police Department
and notify the appropriate university offices (GSOC at 617-373-5000, Global Site Security,
HR, Student Affairs, etc.) as feasible so that potential violence may be prevented.
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Communication Plan

The Regional Dean & CEQO, Associate Dean & Campus Administrator, and Campus
Operations Manager will coordinate with the SVP for Global Network & Strategic Initiatives
and the Strategic Continuity Team to create approved language responses to any incident
that potentially impacts campus operations. The SVP will bring the issue to the Strategic
Continuity Team (SCT). The SCT will activate if there are any decisions to be made and will
approve any and all communication that is to be sent. The Regional Dean & CEO, Associate
Dean & Campus Administrator, and Campus Operations Manager have the same resources
available as any emergency response team for Northeastern University.

The Regional Dean & CEQO, Associate Dean & Campus Administrator, and Campus
Operations Manager will develop a database of key contacts needed in a response to be
stored on a shared database. Contacts should include:

e Emergency Management Contacts
e Law Enforcement & First Responders
e Local Elected Officials
e Media Relations/News Media
e Operations Team Members
e Students, Faculty, and Staff
o Emergency Contact Information

NU Alert System

The University employs the NU Alert system to communicate emergency notifications and
timely warnings to the affected University campus. A test of the NU Alert system is
conducted on an annual basis to ensure proper functionality. Messages sent from the NU
Alert system are sent to university email accounts and to enrolled mobile phone numbers via
text message. NU Alert messages will be sent to all community members with contact
information associated with the affected campus. The NU Alert system is updated daily
through centralized University databases. Members of the community are reminded to
update their university contact information at the beginning of each semester, or at any time,
by visiting the Student Hub for students, and Workday for employees. The Office of
Emergency Management (OEM) plans, publicizes, and conducts a test of the NU Alert
emergency response and notification system at least annually, and maintains a record
documenting each test, including a description of the test, date, and time of the test, and
whether it was announced or unannounced.


https://northeastern.sharepoint.com/:x:/r/sites/CoreArlingtonTeam/_layouts/15/Doc.aspx?sourcedoc=%7B59E380B5-9B7D-4852-91B0-1B08452515AF%7D&file=Key%20contacts.xlsx&_DSL=1&action=default&mobileredirect=true&cid=5590d006-8132-4c7f-b24e-45de338bba0b
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Methods of NU Alert Communication

Emergency Notifications: GSOC, NUPD, or Campus Operations Team receives
information through local municipal law enforcement, and other media sources.
Reported emergencies will be confirmed by trained responders on the scene, by
security cameras, or a combination of both. If NUPD/local officials confirm, based on
information received from these sources, or others, that there is an emergency or
dangerous situation that poses an immediate threat to the health or safety of the
University community, the University will, through NUPD or Campus Operations,
without delay, and taking into account the safety of the campus community,
determine the content of the emergency notification and initiate the notification
system. The only reason an emergency notification would not be immediately issued
for a confirmed emergency or dangerous situation would be if doing so would
compromise efforts to assist a victim, contain the emergency, respond to the
emergency, or otherwise mitigate the emergency. The emergency notification will
contain information regarding the event, as well as instructions regarding immediate
protective action that should be taken. The NU Alert system will send emergency
notifications to the affected population via text message to mobile phones and via
university email. Follow up messaging will be sent to the University community when
such instructions are required and/or emergency conditions have abated utilizing the
same methods of notification as the initial message at minimum.

Timely Warnings: The University, through NUPD, issues timely warnings concerning
Clery Act crimes that occur on the University’s Clery geography, where those crimes
pose a confirmed, ongoing threat to the safety of the campus community. The
decision toissue a timely warning is made on a case-by-case basis, as soon as
pertinent information becomes available, and in light of all known circumstances
surrounding a crime, including factors such as whether there exists a continuing
threat to the campus community, whether the perpetrator has been apprehended,
and the possible risk of compromising law enforcement efforts.

NUPD Advisories are a method of communication that may be used to facilitate mass
email notifications to the University community, to specifically affected University
populations, or through NUPD social media accounts. NUPD Advisories are utilized
to share important information that does not necessarily rise to the level of an
emergency notification or timely warning. They may also be used to inform the
community about relevant safety awareness campaigns.
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Global Duty on Call

The Global Duty on Call is a high level on call supporting NU students anywhere in the world,
focusing on students in the Global NUin Program, Semester In Programs and our graduate
Network Campuses.

The program is designed to act as a consultative resource for supporting major incidents
involving or impacting students. In addition to consultation, the on-call system is a method
for notifying senior leadership of significant issues that happen outside of standard
operating hours.

GDOC is designed to be used by staff and the number should not be shared with students.
The GDOC will work with staff to determine if all sides of a situation have been explored and
work collaboratively to see if all (reasonably) possible steps have been taken. The goal of
contacting the GDOC is for the staff member to have a clear plan of action for responding to
a situation that brings the incident to a level of stasis until the next business day when the full
scope of university resources can be engaged in the incident.

Arlington Emergency Equipment

The Arlington campus utilizes radios. Their primary purpose is for communication in
emergency situations such as an evacuation, shelter in place, or campus lockdown. Radios
provide a way for the emergency Arlington Operations Team (and perhaps others) to all be
in verbal/aural communication at the same time - like an open line conference call.
Additionally, the radios may be used in case of cellular service unavailability. The emergency
Arlington Operations Team will receive biannual training about how to use the radios.

The Arlington campus also utilizes high-visibility vests in emergency situations. Campus
emergency vests are located on the bottom shelf of the first shelving unit to the left in the
campus supply closet. These vests are intended for use by the emergency Arlington
Operations Team during emergency situations.
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University Status

The university categorizes emergencies in terms of their impact or potential impact to
campus operations. Each category of emergency is named to identify what is happening
and/or where it is happening.

University Status

Description

Emergency
Level

Steady State

Normal operations

N/A

Enhanced
Monitoring

Minor impact to campus operations, or the potential
to impact campus operations; emergency Arlington
Operations Team, Office of Emergency Management
(OEM) & IAT monitoring (e.g., water main break,
facility utility disruption, snow emergency, weather
emergency, etc.).

Level 3

Partial

High potential to impact campus operations;
emergency Arlington Operations Team, OEM & AT
monitoring and coordinating (e.g., demonstration,
major weather emergency, Special Security Event).

Level 2

Full

Major incident is occurring with high impact to
campus operations; Emergency Operations Center
(EOCQC) is activated, emergency Arlington Operations
Team, OEM & IAT monitoring and coordinating (e.g.,
pandemic, active threat).

Level 1

10
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2. CAMPUS INFORMATION

2.1.SITE INFORMATION/COORDINATES/STRUCTURES
Arlington Campus

Arlington Tower

1300 17t Street N.

Suite 1500

Arlington, VA 22209

Arlington@Northeastern.edu

571-206-8719

Campus Coordinates:

38.89399054222933,-77.07253265738612

v 5 z
z =z -t
z ] o UsDep
@ ! =
2 2
@2
N |
T7th stN 17th StN |
’Arllngton Tower
O AN - Netw Party Favor Phot
3) IntraFi Network ar y& E'\-'glgt Pl?o?
Open Kitchen '\.__.,_.‘ %
Z
e,
2
Building Description
Building name: Arlington Tower Number of above grade stories: 20

Building address: 1300 17t St N.

Number of below grade stories: 5
Building type: Office Year of construction: 1980

11
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2.2. EMERGENCY INFORMATION

Arlington Emergency Services | Police, Fire, and Medical

Emergency - 911

Non-emergency Crime Reporting - 708-558-2222
Non-emergency City Information - 708-228-3000
Virginia Poison Center - 800-222-1222

Visit - Arlingtonva.us/Government/Departments/Police-Department

Building Operations

Building Security: Admiral Security
Phone: 703-244-3914

Email: arlingtontowersecurity@admiralsecurity.com

Building Management contact: Benita Bhatt
Phone: 202-344-9902

Email: benita.bhatt@cbre.com

Cleaning services contact: Edgar Vasquez
Phone: 202-355-4931

Email: evasquez@tgservices.biz

Contract Campus Security: Securitas
Contact: Paul Paczek, Director - Atlantic District
Phone: 571-447-3786

Email: paul.paczek@sciusa.com

Global Site Security Contact: Ethan Kipnes
Contact: Ethan Kipnes, Assoc Dir — Global Site Security
Phone: 617-992-6666

Email: e.kipnes@northeastern.edu

GSOC Contact: Blake Stave
Contact: Blake Stave
Phone: 617-991-3271

Email: b.stave@northeastern.edu

12
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Global Safety Operations Center [GSOC]
Phone - (617) 373-5000
Toll-free Emergency - +1-833-373-3303
Email - NUglobalops@northeastern.edu

Northeastern University Police Department [Boston]

Emergency - (617) 373-3333
Non-Emergency - (617) 373-2121
Visit - Nupd.Northeastern.edu

Local Emergency Health Resources
VHC Health (Virginia Hospital Center)
1625 N George Mason Drive
Arlington, VA
22205
24/7 Emergency Services Phone: 703-558-5000

13
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2.3. THREATS AND HAZARDS

Natural Hazards

A natural hazard is a natural phenomenon that might have a negative effect on humans and
other animals, or the environment. Natural hazard events can be classified into two broad
categories: geophysical and biological.

Human-related Hazards

Anthropogenic hazards or human-made hazards can result in the form of a human-made
disaster.

Technological Hazards

A hazard originating from technological or industrial conditions, including accidents,
dangerous procedures, infrastructure failures or specific human activities, that may cause
loss of life, injury, illness or other health impacts, property damage, loss of livelihoods and
services, social and economic disruption, or environmental damage.

Hazardous Materials Incident

Hazardous Materials Incident is defined as any incident involving the release, abandonment,
discharge, or deposit of any hazardous material from its intended container, which, unless
otherwise provided herein, has the potential to harm persons, property, or the environment.

14
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2.4. RESPONSE
2.4.1. Initial Actions

When an emergency occurs, Arlington Emergency Services must be contacted as soon as
possible. Dialing 911 is the preferred method of reporting an emergency. Secondary
notification to building security, contract security and GSOC (NUPD), when safe to do so.

When an emergency occurs, campus personnel must quickly determine what initial response
actions are required. Determining the appropriate actions to take is a three-step process:

1. Identify the type of emergency.
2. ldentify the level of emergency:

a. LEVEL 1 EMERGENCY: Major incident is occurring with high impact to
campus operations; emergency Arlington Operations Team, OEM & IAT
monitoring and coordinating (e.g., major weather emergency, pandemic, active
threat). Typically requires assistance from outside agencies. For LEVEL 1
Emergencies it is important to remember that the response time of outside
agencies may be seriously delayed.

b. LEVEL 2 EMERGENCY: High potential to impact campus operations;
emergency Arlington Operations Team, OEM & IAT monitoring and
coordinating (e.g., demonstrations, Special Security Events including high-
profile guest visitors). A moderate emergency that may require assistance
from outside agencies.

c. LEVEL 3EMERGENCY: Minor impact to campus operations, or the potential
to impact campus operations; emergency Arlington Operations Team, OEM &
IAT monitoring (e.g., water main break, facility utility disruption, snow
emergency, minor weather emergency, etc.). A minor emergency that is
handled by school/office personnel without assistance from outside agencies.

3. Determine immediate action(s) that may be required

Once the type and extent of an emergency has been identified, school
personnel can determine if an immediate response action is required. The most common
immediate actions initiated during school emergencies are:

e Shelter-in-place

o Acondition where the recommended action is for all people in a building

to stay inor seek aroom/area that can be locked or secured.
e |Lockdown.

o Acondition where a particular human threat exists, and a building or
buildings needs to have exterior doors/entrances locked, to prevent an
un-authorized person or persons from entering the building.

e FEvacuation

o Theurgentimmediate egress or escape of people away from an area that
contains animminent threat, an ongoing threat or a hazard to lives or
property.

15
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e Lockable rooms with no windows on campus include Unisex bathrooms,
Multifaith and Wellness room, Storage closet, and Mechanical/Electrical closets.
The emergency Arlington Operations Team members possess keys to each of the
lockable closets. Magnetic lock boxes with emergency keys are also located by
each I'T/Mechanical/Electrical closet. These areas are outlined in red on the
floorplan below.

e Non-lockable areas with no windows on campus include group bathrooms,
building stairwells, Rooms 1506-1508, and the long hallway containing the
bathrooms. These areas are outlined in blue on the floorplan below.

Northeastern University
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2.4.2. Executing Decisions

The emergency Arlington Operations Team will immediately assemble (in-person or
virtually). The on-campus meeting location for the team is Room 1520, when feasible. The
emergency Arlington Operations Team will promptly decide whether to activate an
emergency response procedure. The emergency Arlington Operations Team will designate
the Regional Dean & CEQO, Associate Dean & Campus Administrator, and/or Campus
Operations Manager to brief the SVP for Global Network & Strategic Initiatives assess the
emergency. Once initiated, the designated lead will brief the SVP for Global Network &
Strategic Initiatives. Senior Leadership Team (SLT) is responsible for updating the President
on the approach for the impacted campus, as appropriate. The Incident Assessment Team
(IAT), Strategic Continuity Team (SCT) and Emergency Management team will assist in
coordination of resources for on-ground operations.

The emergency Arlington Operations Team will monitor major incidents in the Arlington
community. Decisions affecting the Arlington campus or immediate vicinity will be
communicated to all essential personnel in Arlington along with Boston personnel to include
SVP for Global Network & Strategic Initiatives.

2.4.3. Assisting People with Access and Functional Needs
Blind or Visually Impaired Individuals:

e C(learly announce the emergency.
e Offer your arm for guidance.
e |eadthe personand alert them of obstacles.

Deaf or Hard of Hearing Individuals:

e Turnlights on and off to gain the person’s attention.
e Indicate directions with gestures or a written note.

Mobility-Impaired Individuals:

Guide the person to the nearest exit stairwell or safe area of refuge.

Do not use elevators.

Alert a member of the emergency Arlington Operations Team of their location.
Stay with the personif it can be done without unreasonable personal risk.

If in imminent danger and the individual requests assistance before emergency
personnel can arrive, find volunteers to evacuate the person per their instructions.

17
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2.4.4. Specific Hazard Response

2.4.4.1. Fire, Alarm, or Explosion Response
Upon discovering a fire, explosion, or smoke in the building:

1. Activate the fire alarm system by pulling the nearest fire alarm.

Check the integrity of the exit stairwells to ensure they are clear of smoke or any
obstructions.

2. Immediately DIAL 911.
Secondary notification to on-site security and GSOC (NUPD)

3. Beprepared to provide:
a. Your Location
b. Location of fire/smoke
c. Type of incident (chemicals present, etc.)

In the event of a fire, alarm, or explosion:

BUILDING SPECIFIC INFORMATION

1. The building alarm system will be activated.

a. The affected floors will be immediately notified to evacuate via Evacuate Tone,
and strobe activation.

2. Begin evacuation immediately by exiting the building via the exit system.

a. Theuse of elevators when the building is in alarm is prohibited except by
guidelines set forth by the Fire Department.

i. Elevators recall to the lobby level during building alarm.

b. Befamiliar with the location of all exits / stairwells and select the safest
exit/stairwell to use for evacuation based on the location of the fire and any
information available. If affected by smoke, an alternate exit/stairwell shall be
selected.

i. Intheeventof afire, all doors above street level will unlock
automatically.
3. Only, if possible, take your personal belongings and proceed to the nearest exit
quickly. Do not return to your workstation for personal items. DO NOT RUN. Please
exit to the right side of the door leaving room for evacuation crews to enter.
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a. Exit Systems:
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4. Assist individuals with mobility limitations to the area of refuge located in the fire exit
stairwell that is located farthest away from the fire/smoke. Notify on-scene first
responders of the individual in need of assistance. The Fire Department will dispatch
firefighters throughout the building to evacuate those who need additional
assistance, if necessary.
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5. Assembly Points:
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When the fire alarmis activated, everyone on campus should gather by the marked
location on 17th Street N (towards N Oak Street, in front of the Residence Inn). The
Associate Dean & Campus Administrator will stay with the campus population, while
the Campus Operations Manager will gather near the building management team to
receive and communicate updates.

6. Remainin Evacuation Assembly Point until you are given further instructions.
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2.4.4.2. Medical Emergency Response

Do not move a seriously injured person unless they are in a life-threatening situation. If the
victim must be moved, support the head and the neck. Do not bend or twist the victim’s body. Do not
approach victims of electrocution or toxic exposure unless you are sure it is safe to do so.

1.
2.

Remain calm. Alert your First Aid Attendant/Security.
Enlist help tocall 911 and Building Personnel or Security.
a. Notify GSOC (NUPD), when safe to do so
Provide information about the nature of the emergency:
a. Theexactlocation
b. Number of persons involved
c. Condition and information of the patient (conscious and alert, age, gender,
etc.)
Attend to the person and administer First Aid.
a. Instruction will be provided by 911 Call-taker
Appoint someone to ensure that an elevator has been secured for arriving Emergency
Responders.
Direct someone to meet arriving Emergency Responders to escort them to the
location of the patient.

Life Sustaining Resources:

A First Aid Kit is in the 15% floor kitchen cabinet below the display monitor.
Additional building first aid kits are located at the Security Desk in the 1st floor lobby
and in the Management Office, Suite 1030.
An AED is located above the fire extinguisher next to stairwell B within the NU space
[see map below]. A second AED is in the Fitness Center; 1st floor of the building.
o Alluniformed security personnel and other key members of the building staff
are certified in First Aid and Adult CPR/AED.
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2.4.4.3. Building / Utility Failure
Elevator Failure

If an elevator fails and you become trapped, do not panic. Use the elevator phone or your cell
phone to call for assistance. Press the ALARM or HELP button to notify others who may be
nearby. Do not attempt to force the door open or attempt to climb out of the elevator car, as
the elevator may restart without warning. Your best course of action is to relax, get
comfortable, and wait for professional assistance. Even if the air temperature feels warm,
thereis plenty of air circulating in the elevator and throughout the shaft. Provide the
following information to building management or security:

e Yourname
e Total number of people in the elevator
e Reportand injuries, medical conditions, or disabilities

Building personnel will contact facility personnel and/or the fire department to get you out.

Utility Failure

Utility failures should be immediately reported to the building management team and the
emergency Arlington Operations Team. If there is an emergency related to the outage, call
911 to report the situation, and notify GSOC (NUPD) when it is safe to do so.

In the event of a power outage, the building property management team will determine the
appropriate response. Generally, outages are brief, but an evacuation order will be
communicated if the outage is expected to last for an extended period. If a partial or
complete loss of electrical power occurs, backup generators will power certain building
systems. This includes life-safety systems, emergency exit and stairwell lighting, and the
elevator retrieval system for emergency personnel use. Property Security will keep building
occupants informed by using radios and/or the voice communication system.

If a natural gas leak is suspected: stop what you're doing, turn off any gas valves, open doors
and windows if it is safe to do so, and exit the building. Prevent ignition sources by avoiding
electrical equipment, switches, lights, heaters, hot water, HVAC, outlets, or open flames. Do
not use elevators unless authorized. Report the incident to Brookfield or call 911 if they are
unresponsive. Do not reenter the building until authorized.
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2.4.4.4. Severe Weather Response

Inform students, faculty, staff, and guests of the location of the nearest emergency
shelter location, either on or off campus.

e Severe Weather Watch:
o Conditions are favorable for severe weather in or near the area. Continue

with normal campus operations but monitor the situation.

o Severe Weather Warning:
o Severeweather event isimminent or occurring in the warned area. Act based

on the emergency at hand.
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2.4.4.5.On-Campus Violence Response

Active Threat & Weapons on Campus

e The University prohibits the use, possession, or sale of firearms, whether loaded or
unloaded on campus by anyone other than University police or other law
enforcement personnel, even if the person has a legal license or permit to carry the
firearm.

e The University strictly prohibits the use or possession of all other dangerous
weapons, including replicas.

e |fyouobserve asuspicious person with a firearm or other weapon, whether actively
shooting or acting in a suspicious/threatening manner, immediately DIAL 911 and
alert on-site security and GSOC (NUPD).

e [fsomeoneis actively shooting, quickly assess the situation and consider one of the
following options:

o Run:Evacuate, if possible.

o Hide: Hide silently in as safe a place as possible, lock and barricade entryways.
Lockable rooms with no windows on campus include: Unisex bathrooms,
Multifaith and Wellness room, Storage closet, and IT / Mechanical / Electrical
closets. The emergency Arlington Operations Team members possess keys to
each of the lockable closets. Magnetic lock boxes with emergency keys are
also located by each I'T / Mechanical / Electrical closet. Silence your devices if
you are hiding from an active threat on campus.

o Fight: Take action to disrupt or incapacitate the shooter, if necessary.

e |Ifevacuationis not possible, turn off the lights in your area of campus. Lutron panels
on the campus walls can be used to turn the lights off. The Campus Operations team
also has access to the Lutron system via a mobile app.

e Do not activate the fire alarm in an active threat situation. If the fire alarmis
activated, do not evacuate.

e Ifyouareinanareawithout alockable door, turn over desks for cover, and play dead
if discovered.

When Arlington Police Department or other emergency personnel arrive on the scene,
follow their instructions exactly.

Remember that in these situations, the responding police officers do not know who the
shooter(s) are, and they do not know who you are. They must take certain precautions for
everyone's safety.
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Active Shooter Work Sheet

HOW TO RESPOND

WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY

: \B ) PR CLIENTS
ARE LIKELY TO FOLLOW THE L - EMPLOYEES AND MA! RS DURING AN A "E SH( R SITUATION.
1 Run : 2 3. Fight

= Hide 1 out of the active resort and only when
shooter’s your n imminent danger.

ck entry to your hiding place * Attempt to incapacitate th
: 5 shooter

CALL 911 WHEN IT R
IS SAFE TO DO SO

HOW TO RESPOND
WHEN LAW ENFORCEMENT ARRIVES ON THE SCENE

1. How YOU SHOULD REACT WHEN LAW ENFORCEMENT ARRIVES:
* Remain calm, and follow officers’ instructions * Avoid pointin

* Immediately ands and spread fingers * Do not > _

5 : : d in 111: direction from which
« Keep hands visible at all times ing the premises
* Avoid making quick

attempting to hold on

=10

= Numbe

Pt 11 description of sho = Number of potential victims at the location
2 Cal description of shod

RECOGNIZING SIGNS
OF POTENTIAL WORKPLACE VIOLENCE

AN ACTIVE SHOOTER MAY BE A CURRENT OR FORMER EMPLOYEE. ALERT YOUR HUMAN RESOURCES
IDDEPARTMENT IF YOU BELIEVE AN EMPLOYEE EXHIBITS POTENTIALLY VI INT BEHAVIOR. INDICATORS OF
) JR MAY INCLUDE ONE OR MORE OF THE FOLLOWING:

s of problems at home

n unsolicited comments about violence, firearms, and other dangerous weapons and violent crimes
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2.4.4.6. Hostage Situation

If you hear or see a hostage situation, immediately remove yourself from any danger if
possible. Immediately contact authorities by calling 911. Be prepared to provide the
following information:

Location and room number of the incident.

Number of possible hostage takers.

Physical description and names of hostage takers, if possible.
Number of possible hostages.

Any weapons the hostage takers may have, if known.

Your name.

Your location and phone number.

If you are taken hostage:

Remain calm, be polite, and cooperate with your captors.

DO NOT attempt escape unless there is an extremely good chance of survival. It is
safer to be submissive and obey your captors.

Speak normally. DO NOT complain and avoid being belligerent or argumentative.
DO NOT draw attention to yourself with sudden body movements, statements,
comments, or hostile looks.

Observe the captors and try to memorize their physical traits, voice patterns,
clothing, or other details that can help provide a description later.

Avoid getting into political or ideological discussions with the captors.

Try to establish a relationship with your captors and get to know them. Captors are
less likely to harm you if they respect you.

If forced to present terrorist demands to authorities, either in writing or on tape,
state clearly that the demands are from your captors. Avoid making a plea on your
own behalf.

In arescue situation:

DO NOT RUN. Drop to the floor and remain still. If that is not possible, cross your
arms, bow your head, and stand still. Make no sudden moves that a responder may
interpret as hostile or threatening.

Wait for instructions and obey all instructions you are given from responders.

Do not be upset, resist, or argue if arescuer isn't sure whether you are a terrorist or a
hostage.

Even if you are handcuffed and searched, DO NOT resist. You will be taken to a safe
area, where proper identification and status will be determined.

Notify GSOC (NUPD) of the event as soon as it is safe to do so.
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2.4.4.7.Civil Disturbance and Hate Crimes

If there is a civil disturbance in the area, avoid the area and avoid provoking and obstructing
any demonstrators. Avoid glass doors and windows. Call 911 if a threat exists.

If the disturbance is near campus and it is deemed an issue to public safety, then students,
faculty, and staff may be asked to leave the campus. Notify GSOC (NUPD) of the event as
soon as it is safe to do so.

At the federal level, hate crime laws include crimes committed on the basis of the victim'’s
perceived or actual race, color, religion, national origin, sexual orientation, gender, gender
identity, or disability. A hate crime includes any threat made against an individual or group, as
well as property damage such as vandalism.

Hate Crime: At the federal level, a crime motivated by bias against race, color,
religion, national origin, sexual orientation, gender, gender identity, or disability.

Bias or Hate Incident: Acts of prejudice that are not crimes and do not involve
violence, threats, or property damage.

e Inanemergency,dial 9-1-1 or your local police to get immediate help.
e Ifyou believe you are the victim of a hate crime or that you witnessed a hate crime,
report it immediately:
o STEP 1: Report the crime to your state or local police by dialing 911.
o STEP 2: Quickly follow up this report by reporting the crime to the Federal
Bureau of Investigation (FBI).
e Online: You canreport a hate crime to the FBI online at: tips.FBIl.gov.
e By Phone: Call the FBI at 1-800-CALL-FBI (1-800-225-5324).
o Youcanalsoreach out toyour local FBI field office. Find the
phone number for the FBI field office closest to you.

See the Hate Threat Guide Sheet provided the Federal Bureau of Investigation (FBI) for
further instruction and contact information.

28



ty

1VETS1

Northeastern Un

HATE CRIME THREAT GUIDE

US. Department of Justice
Federal Bureau of Investigation
Civil Rights Unit

Hate crime threats come in many forms, and each threat must be individually evaluated. When a threat occurs, it is vital to notify law
enforcement and make every attempt to preserve evidence. The below general tips can be helpful when confronted with a hate crime threat.

A True Threat is a serious communication of an intent to commit an act of unlawful violence against a particular individual or
group of individuals. A True Threat is not protected by the First Amendment and can be a prosecutable offense as a hate crime.

Physical Threat

A physical threat is an in-person True
Threat which is deemed to place the
recipient or others in imminent danger.
A totality of the circumstances standard
suggests that there is no single deciding
factor in a physical threat assessment.
One must consider all the facts and
context and conclude from the whole
picture whether there is a possible
imminent threat. When confronted with
an imminent physical threat of harm,
you have three options:

Run.
= Have an escape route and plan in
mind. Leave your belongings behind.
= Help others escape, if possible.
= Do not attempt to move the
wounded.

Hide.
= Hide in an area out of view of the
threat. Lock door or block entry to
your hiding place.
= Silence your cell phone (including
vibrate mode) and remain silent.

Fight.

= Fight as a last resort and only when
your life is in imminent danger.

= Attempt to incapacitate the threat.

= Act with as much physical aggression
as possible.

= Improvise weapons or throw items at
the threat.

= Commit to your actions—your life
depends on it.

Once the imminent threat has subsided,
call 911.

Verbal Threat

Averbal threat is an in-person
True Threat that is deemed not to
place the recipient in immediate
danger.

= Ifthe perpetrator leaves, note
their direction of travel.

= Immediately notify law
enforcement by calling 911.

= Write down the threat exactly
as it was communicated.

= Mote the description of the
person who made the threat:

Name (if known)
Gender
Race
Body Size (Height,
Weight, etc.)
Distinguishing Features
Type/Color of Clothing
Hair and Eye Color

Voice (Loud, Deep,
Accent, etc.)

Phoned Threat

A phoned True Threat is one received
telephonically. The recipient of the
threat should attempt to obtain as
much information about the caller
and the threat as possible, unless the
threat is deemed to put the recipient
or others in harm.

= Remain calm and do not hang
up.

Attempt to solicit information to
determine if the threat is
spedific, realistic, and poses an
immediate danger to the safety
of others.

If possible, signal others to listen
and immediately notify law
enforcement by calling 911.

If the phone has a display, copy
any numbers or letters
identifying the caller.

Write down the exact wording of
the threat.

Keep the caller on the line for as
long as possible and attempt to
gather as much information as
possible.

Record the call, if possible.
(Some states require both
parties to consent to a
recording.)

= Be available for interviews with
law enforcement.

Electronic Threat

An electronic threat is a True
Threat received over the
internet, such as through email
or social media. Forensic
examination can often reveal
valuable information that is
initially unseen. It is important
that the communication is
treated as evidence.

DO NOT delete the
electronic threat. Forensic
examination may uncover
additional details.

Leave the message open on
the computer.

Immediately notify law
enforcement by calling 911.

Print, photograph, or copy
the message and subject

line. Note the date and time.

If knowledgeable, take
efforts to preserve all
electronic evidence.

Written or Visual Threat

A written or visual True Threat is one
that is received in a written or
graphic manner, such as handwritten
notes or graffiti.

= Handle the document/item as
little as possible. DO NOT DISCARD
THE ITEM, REGARDLESS OF HOW
OFFENSIVE.

= This item is evidence and may
contain additional clues for law
enforcement.

= Immediately notify law
enforcement by calling 911.

= Precisely rewrite the threat on
another sheet of paper and note
the following:

o Date, time, and location threat
was found.

o Any situations or conditions
surrounding the discovery or
delivery.

o Full names of anyone who saw
the threat.

= Secure the original threat; DO NOT
alter the item in any way.

o If smallfremovable, place in a
bag or envelope. Try not to
touch the item directly with
your hands.

o [f large/stationary, secure the
location and ensure the threat
is not damaged or altered.

Once safe, the threat recipient should contact the local FBI office and ask to submit a hate crime complaint to the Civil Rights squad.
Tips can also be submitted at tips.fbi.gov. Not all complaints to local law enforcement are passed along to the FBI.
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Civil Rights Unit

What to Expect if You Are the Victim of a Hate Crime

If the FBI concludes that a federal hate crime may have been committed, one or more FBI Special Agents will conduct an investigation. As part of the investigation, the Special Agents

will gather evidence, which may include an interview with you and other victims.
You may also be asked to recount your experience before a federal grand jury.

A thorough investigation will be completed. The investigation may take a long time to finish, and you will not be updated or “briefed” on day-to-day case developments. Every effort
will be made to tell you about major events in an investigation, such as an arrest or indictment. The FBI is committed to providing such information to you before it is released to the
public, when possible. However, the FBI must always be careful not to reveal sensitive information that could hurt the investigation or increase danger to law enforcement.

In addition to an FBI Special Agent, each case with an identified victim will have an FBI Victim Specialist assigned. A Victim Specialist is a highly trained professional who can assist
you with support, information and resources. A Victim Specialist will contact you to explain your rights and services available and will serve as the point of contact between you and
the FBI.

FBI Field Office Telephone Numbers
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Albany

(518) 465-7551

Indianapolis

(317) 595-4000

Oklahoma City

(405) 290-7770

Albuquerque

(505) 889-1300

Jackson

(601) 948-5000

Omaha

(402) 493-8688

Anchorage

(907) 276-4441

Jacksonville

(904) 248-7000

Philadelphia

(215) 4184000

Atlanta

(770) 216-3000

Kansas City

(816) 512-8200

Phoenix

(623) 466-1999

Baltimore

{410) 265-8080

Knoxville

(865) 544-0751

Pittsburgh

(412) 432-4000

Birmingham

(205) 326-6166

Las Vegas

(702) 385-1281

Portland

(503) 2244181

Boston

(857) 386-2000

Little Rock

(501) 221-9100

Richmond

(804) 261-1044

Buffalo

(716) 856-7800

Los Angeles

(310) 477-6565

Sacramento

(916) 746-7000

Charlotte

(704) 672-6100

Louisville

(502) 263-6000

Salt Lake City

(801) 579-1400

Chicago

(312) 421-6700

Memphis

(901) 747-4300

5an Antonio

(210) 225-6741

Cincinnati

(513) 421-4310

Miami

(754) 703-2000

5an Diego

(858) 320-1800

Cleveland

(216) 522-1400

Milwaukee

(414) 276-4684

San Francisco

(415) 553-7400

Columbia

(803) 551-4200

Minneapolis

(763) 569-8000

5an Juan

(787) 987-6500

EEH

(972) 559-5000

Mobile

(251) 438-3674

Seattle

(206) 622-0460

Denver

(303) 629-7171

New Haven

(203) 777-6311

Springfield

(217) 522-9675

Detroit

(313) 965-2323

New Orleans

(504) 816-3000

St. Louis

(314) 589-2500

El Paso

(915) 832-5000

New York City

(212) 384-1000

Tampa

(813) 253-1000

Honolulu

(808) 566-4300

Newark

(973) 792-3000

Washington DC

(202) 278-2000

Houston

(713) 693-5000

Norfolk

(757) 455-0100

Field office telephone numbers as of 11/2023. The most current field office telephone numbers can be found at https:/fwww.fbi_gov.
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2.4.4.8.Student in Distress

If you are in contact with a student who appears to be an immediate threat to his or her own
safety or to the safety of others, staff should call 911 for immediate assistance and follow up
with the GSOC (NUPD) when possible.

Quick reference for assisting students having difficulties:

Recognize Symptoms
e Significant change in academic performance or classroom conduct.
e Unusual behavior or appearance.
e Traumatic event or change in relationships.
e Reference tosuicide, homicide, or death.

Respond to the Student
e Speak privately with student.
e Directly and candidly discuss your observations and concerns.
e Offer support and assistance.

Refer to a Mental Health Professional
e Becaring, firm, and straightforward in your referral.
e 24/7 Support is available through Find@Northeastern at 8/7.233.9477/
(+1.781.457.7777 Intl.).

Consult with Campus Resources — Discuss your concerns about a student with any of the
following campus resources:

e University Health and Counseling Services: 617-373-2772

e We Care Student Support Office: 617/-373-4384

31



Northeastern University

2.4.4.9. Bomb Threats and Suspicious Packages

Bomb Threat

Bomb Threat Checklist & Suspicious Package Worksheet are attached in this guide.

When a bomb threat is received:

1.

2.
3.
4

5.

Listen. Remain calm and courteous.
Do not interrupt the caller.
Obtain as much information as possible.
Do not hang up.
a. If possible, enlist the help of co-workers to call 911 from another phone to
advise them of the situation.
Complete the Bomb Threat Checklist.

If a suspicious package or object is located, DO NOT TOUCH IT. Immediately DIAL 911.

1.
2.

Do not handle the written communication more than necessary.
Immediately notify emergency services via 911.

3. Complete Suspicious Package Worksheet instructions.
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Bomb Threat Work Sheet

BOMB THREAT

PROCEDURES

This quick ref checklist is designed to help employees and decision makers of

commercial facilties, schools, efc. respond to a bomb threat in an orderly and con-
trolled manner with the first responders and other stakeholders.

Most bomb threats are received by phone. Bomb threats are serious urtil proven
otherwise. Act quickly, but remain calm and obtain information with the checklist on
the reverse of this card.

If abomb threat is received by phone:

1. Remain calm. Keep the caller on the line for as long as possible. DO NOT HANG
UP, even if the caller does.

2. Listen carefully. Be polite and show inferest.

3. Try to keep the caller talking to leam more information.

4. If possible, write a note to a colleague to call the authorities or, as soon as the
caller hangs up, immediately notify them yourself.

5. If your phone has a display, copy the number and/or letters on the window display.

6. Complete the Bomb Threat Checklist immediately. Write down as much detail as
you can remember. Try to get exact words.

7. Immediately upon termination of call, DO NOT HANG UP, but from a different
phone, contact authorities immediately with information and await instructions.

If a bomb threat is received by handwritten note:
® Call

® Handle note as minimally as possible.

If a bomb threat is received by e-mail:
e Call

® Do not delete the message.

Signs of a suspicious package:

® HNo retum address ® Poorly handwritten
® Excessive postage * Misspelled words
e Stains ¢ Incorrect titles

® Strange odor & Foreign postage
e Strange sounds ® Restrictive notes

® Unexpected delivery

* Refer fo your local bomb threat emergency response plan
for evacuation criteria

DO NOT:

& Use two-way radios or cellular phone. Radio signals have the potential to detonate
a bomb.

® Touch or move a suspicious package.

WHO TO CONTACT (Select One)

« 911
* Follow your local guidelines

For more information about this form contact the DHS Office
for Bombing Prevention at OBP@dhs.gov

HARTY,

Ag: Homeland
7 Security

2014

BOMB THREAT CHECKLIST

DATE: TIME:
TIME CALLER PHONE NUMBER WHERE
HUNG UP: CALL RECEIVED:

® Where is the bomb located?
(building, floor, room, ete )

® When will it go off?

® What does it look like?

® ‘What kind of bomb is 7

® \What will make it explode?

® Did you place the bomb? Yes No

* Why?

® What is your name?

Exact Words of Threat:

Information About Caller:

® \Where is the caller located? (backgroundflevel of noise )

® Estimated age

® |s voice familiar? If so, who does it sound like?

® Other points:

KalleraNolce BNk Sounde Tt g
O Female O Animal noises O Incoherent

O Male 0 House noises 0 Message read
0 Accent O Kitchen noises 0 Taped message
O Angry O Street noises O Iirrational

0 calm 0 Booth O Profane

0 Clearing throat 0 PA system 0 Well-spoken
0 Coughing O Conversation

0 Cracking voice 0 Music

0 Crying 0 Mator

0 Deep 0 Clear

O Deep breathing O static

0 Oisguised O Cffice machinery

0 Distinct O Factory machinery

0 Excited O Local

0 Laughter 0 Long Distance

O wusp

0 Loud Other Information:

0 Nasal

0 Normal

0 Ragged

0 Rapid

0 Raspy

O Slow

0 Slurred

0 Soft

O Stutter
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Suspicious Package Work Sheet

Suspicious Mail Alert

If you receive a suspicious letter or parcel
(A COMBINATION of the following may constitute a suspicious mail item)

Excessive
postage

Mailed from a
foreign country

Fictitious

Return Address
Misspelled
words

Addressed
to title only

Restrictive
markings

Riqid or
bulky
Strange
odour
Badly typed
or written
No Return
Address

Protruding
wires

Excessive wrapping, Special

tape or string

Oily stains, discolouration

Lopsided
or crystallization on wrapping

or uneven

endorsements

Immediately advise
local emergency
services of the
situation.

Do not handle,
shake, smell,

or taste the
suspicious article.

Isolate the article,
and evacuate the

immediate vicinity.

Anyone who has
handled the article

should immediately
wash their hands
with soap and
water.

If a letter or parcel
is open and/or a
threat is identified

For a Bomb:
= Evacuate area
immediately

» Call local emergency
services

For Biological
or Chemical:
» Isolate - do not handle

» Evacuate area
immediately

+ Wash your hands with
soap and warm water

+ Call local emergency
services

For Radiological:
* Limit exposure -
do not handle

» Evacuate area
immediately

+ Shield yourself from
object

+ Call local emergency
services

Corporate
Security
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2.4.4.10. Regional Emergency

Public Safety Communications & Emergency Management
1400 N. Uhle St, Suite 300
Arlington, VA 22201
Phone: 703-558-2222 (Non-emergency)
Website: Arlingtonva.us/Government/Departments/OEM

Tornado & Severe Weather

Arlingtonis vulnerable totornadoes and severe weather. During atornado or severe weather,
immediately seek safe shelter, such as a safe room, basement, cellar, or a small interior room
onthelowest level of a sturdy building. The bulk of damage that a tornado can cause originates
from flying debris, destruction of buildings, vehicle damage and additional hazards. See
Tornado Emergency Instruction Sheet attached.

Tornado Watch - Tornadoes are likely to occur in the watch area. Be ready to act
quickly and take shelter and check supply kits. Monitor radio and television stations for
more information.

Tornado Warning - Imminent threat - A tornado has been sighted in the area or has
been indicated by radar. Take shelter immediately.

Immediately following a tornado, Building Staff will check the integrity of the building and shut down
utilities if necessary. Be prepared to stabilize and take control of your own floor space until Building
Staff can assist or provide direction.

As soon as it is safe to do so, evaluate your floor space by initiating and assigning individuals to do the
following:

1. Assessfor damage.
a. Physical damage to the office and its contents, check for potential hazards.
2. Fire Control Team
a. Checkfor and extinguish small spot fires, gas leaks, etc.
b. If you detect a gas leak or large fire, immediately evacuate the area, take all
injured occupants and emergency supplies with you.
3. Sanitation
a. Do notflush toilets!
4. Listenfor emergency updates.
a. Radioor phone contact
5. Once the floor has been stabilized, contact the Building Personnel to report:
a. Status of the floor
b. Number of injured
c.  Amount of emergency supplies
6. Followdirections of building personnel and/or first responders on scene.
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Tornado Emergency Instruction Sheet

If you're under a

TORNADO WARNING

SEEK SHELTER RIGHT AWAY

INDOORS OUTDOORS

Get to a safe If you can safely get
room, basement, h : to a sturdy building,
or storm cellar. do so immediately.

If there's no basement, If there's no nearby
get to a small, shelter, take cover in
interior room on the a stationary vehicle &
lowest level. buckle up.

Do not get under an
Use your arms to ) overpass or bridge.
protect your head You're safer in a low,

and neck. flat location.

Stay away from Watch out for flying
windows, doors, and ). debris, which causes
outside walls. significant fatalities
and injuries.

N4
Ready.
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Earthquakes

Arlington is vulnerable to many different types of earthquakes. Earthquake science and
modelling in this region continues to evolve providing more opportunities to be better
prepared.

The bulk of potential damage from a major earthquake may come from building collapse,
landslides, fires, land subsidence, and even a tsunami (a large oscillation in an enclosed body
of water). After an earthquake you may experience aftershocks, which can occur minutes,
hours, or even days after the earthquake.

In the event of an earthquake, you should immediately “duck, cover, and hold.” Ideal locations
are under sturdy desks/tables/chairs, between seat rows in a classroom, or against corridor
walls. If you are unable to hide under a sturdy object, cover your head with your arms to
protect your head from falling objects.

Note: Wheelchair users should apply their brakes, cover their heads, and ask for assistance.

DO NOT run or panic. Avoid doorways, windows, hanging objects, and tall unsecured
furniture. Stay where you are until the shaking stops and watch for falling objects.

After an earthquake, doors should be opened carefully. Avoid using plumbing, light, gas, or
open flames until utility lines have been checked.

If you are outside during an earthquake, stay outside and move to an open area. If you arein a
vehicle, stop it in the nearest open area (without blocking the road) and remain there while the
shaking goes on.

If you are trapped in the building after an earthquake, remain calm. Place an article of clothing
against the window if possible, or regularly tap a pipe or wall, use a whistle, or use a flashlight
to be found by rescuers. Pull a manual fire alarm if possible. Save shouting as a last resort to
prevent dust inhalation or early exhaustion. Cover your nose and mouth with what you have
on hand to avoid breathing in dust and debris.

Immediately following an earthquake, Building Staff will check the integrity of the building and shut

down utilities if necessary. Be prepared to stabilize and take control of your own floor space until
Building Staff can assist or provide direction.
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As soon as it is safe to do so, evaluate your floor space by initiating and assigning individuals to do the
following:

1. Assess for damage
a. Physical damage to the office and its contents, check for potential hazards.
2. Fire Control Team
a. Check for and extinguish small spot fires, gas leaks, etc.
b. If you detect a gas leak or large fire, immediately evacuate the area, take all injured
occupants and emergency supplies with you.
3. Sanitation
a. Do not flush toilets!
4. Listen for emergency updates.
a. Radioor phone contact
5. Once the floor has been stabilized, contact the Building Personnel to report:
a. Status of the floor
b. Number of injured
c.  Amount of emergency supplies
6. Follow directions of building personnel and/or first responders on scene.
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Earthquake Emergency Instruction Sheet

Protect Yourself During Earthgquakes!

FIISSIB:: ﬁ
COVER! |HOLD ON:

i
COVER! |HOLD ONy

USING ‘?
WALKER -
COVER!
USING
WHEELCHAIR

Pacific

ADA E&A EarthquakeCountry.org/steps

Center
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Floods

Arlington is susceptible to floods, and rainstorms can cause localized flooding. During floods,
home and essential infrastructure may be damaged, sewers overflow, and public transit can
be disrupted. With climate change, expect more flooding, especially along the waterfront and
street storm drains due to the sea level rise, intense windstorms, and heavy rain.

If flooding does occur, remain on-campus until it is deemed safe to leave. Do not go to
underground parking structures or loading docks. If on lower level, relocate to higher
ground/floor of building using stairwell.

Flood Preparation:

Create a Communications Plan.

Assemble an emergency kit.

Know your risk.

Sign up for notifications.

Prepare your home, family, pets, workplace, etc.
Charge your essential items.

Leave when necessary.

During:

Stay informed.

Get to higher ground.
Obey evacuation orders.
Practice electrical safety.
Avoid flood waters.

Recovery:

Stay informed.

Avoid flood waters.

Avoid disaster areas.

Heed road closed and cautionary signs.

Be patient and wait for all clear notification.
Make contact with your emergency contacts.
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Terrorism/ Regional Attack

Terrorismis the unlawful use of violence and intimidation, especially against civilians, in the
pursuit of political aims. Terrorism Hazards include, but are not limited to,

Weapon of Mass Destruction (WMD) Hazard Agents. WMDs are defined as any
weapon that is designed or intended to cause death or serious bodily injury through
the release, dissemination, or impact of toxic or poisonous chemicals; disease
organisms; radiation or radioactivity; or explosion or fire.

o Chemical agents are intended to kill, seriously injure, or incapacitate people
through physiological effects.

o Biological attacks are the intentional release of a pathogen (disease causing
agent) or biotoxin (poisonous substance produced by a living organism)
against humans, plants, or animals.

o Nuclear attacks are the use or threat to use nuclear material, nuclear fuel,
radioactive products or waste, or any other radioactive substances with toxic,
explosive, or other dangerous properties.

Low-Tech Devices and Delivery include small explosive devices that can be left in
packages or bags in public areas for later detonation, or they can be attached directly
to a suicide bomber for detonation at a time and place when and where the terrorist
feels that maximum damage can be done.

Infrastructure Attacks would be aimed to disrupt or destruct the nation’s
infrastructure including electric power, oil and natural gas, telecommunications,
transportation, banking and finance, and vital government services.

Cyber Attacks involve the malicious use of electronic information technology to
commit or threaten to commit acts dangerous to human life, or against a nation’s
critical infrastructures in or coerce a government or civilian population to further
political or social objectives. Most cyber attacks focus on computer system intrusions,
and denial of service attacks.

41



) Northeastern University

Terrorism / Regional Attack, continued

General Safety Guidelines include:

O O O O O

Be aware of your surroundings.
Move or leave if you feel uncomfortable or if something does not seem right.
Take precautions when traveling. Be aware of conspicuous or unusual behavior.
Do not accept packages from strangers.
Do not leave luggage unattended.
o You should promptly report unusual behavior, suspicious or unattended
packages, and strange devices to the police or security personnel.
Learn where emergency exits are in buildings you frequent. Plan how to get out in the
event of an emergency.
Be prepared to do without services you normally depend on—electricity, telephone,
natural gas, gasoline pumps, cash registers, ATMs, and internet transactions.
Locate designated fallout shelters in your area.
o These typically include locations that are located underground or windowless
center area of middle floors in high-rise buildings.

If an attack warning is issued, or an attack occurs:

Take cover as quickly as you can, below ground if possible, and stay there until
instructed to do otherwise.

Listen to your radio or television or look for electronic notifications with instructions
of local emergency officials.

If you are caught outside and unable to get inside immediately:

Take cover behind anything that might offer protection.

Lie flat on the ground and cover your head. If the explosion is some distance away, it
could take 30 seconds or more for the blast wave to hit.

Take shelter as soon as you can, even if you are many miles from where the attack
occurred.

Remember the three protective factors: Distance, shielding, and time.
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Air Quality

The Air Quality Plan & Procedures is derived from the Air Quality Index (AQI) levels identified
by the U. S Environmental Protection Agency (EPA) and partners on AirNow.Gov, the home
of the U.S and Canada Air Quality Index.

Air quality for the United Kingdom is monitored by the Department for Environment, Food,
and Rural Affairs, along with partners.

This planis used to determine when the affected Northeastern University campus community
should be notified about health concerns in relation to the air quality index and procedures to
follow for health and safety.

Also, the planis used by a select group to determine when campus operations of the affected
Northeastern University campus community should be altered.

The select group making decisions regarding campus operations includes:

Senior Director of Emergency Management

Assistant Director of Emergency Management

Senior Director of Global Site Security

Senior Vice President of Global Networks & Strategic Initiatives

Senior Vice Chancellor for Student Life

Regional Dean & CEO, Associate Dean & Campus Administrator, and Campus
Operations Manager of the affected campus

S0 QOO0 Tw

Once the select group decides to alter a particular campus’ operations, only a communication
approved by the Strategic Continuity Team (SCT) should be disseminated. Communication
templates are stored in RAVE, the Emergency Notification System (ENS). The communication
may only be authorized and issued by a member of the select group.
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Air Quality Operational Plan

Air Quality Index (AQI) Operational Plan
0-149 AQI Normal Operations
Good to Unhealthy for OEM Monitoring
Sensitive Groups
150-199 AQ Notify select group to monitor air quality in affected area.
Unhealthy Campus operations remain as scheduled.
200-300 AQ Activate select group to develop details for
Very Unhealthy communication using approved template.
Provide the option for department heads to offer
flexibility for faculty and staff.
Email notification to Strategic Continuity Team.
301+ AQl Activate select group and the SCT to determine
Hazardous necessary communication.
o Textandemail alert to community.
Alter/Limit campus operations.
o Limit staff on campus, switch to hybrid/remote,
postpone and/or move scheduled events indoors,
recommend masks, etc.
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Communicable Disease

A communicable disease is one that is spread from one person to another through a variety
of ways that include: contact with blood and bodily fluids; breathing in an airborne virus; or
by being bitten by an insect.

If acommunicable disease outbreak occurs and is expected to affect the operations of the
Arlington campus, it is the responsibility of the Regional Dean & CEO, Associate Dean &
Campus Administrator, and Campus Operations Manager to activate and request assistance
from the SCT and local resources.

How do these communicable diseases spread? How these diseases spread depends on the
specific disease or infectious agent. Some ways in which communicable diseases spread are
by:

e Physical contact with an infected person, such as through touch (staphylococcus),
sexual intercourse (gonorrhea, HIV), fecal/oral transmission (hepatitis A), or
droplets (influenza, TB)

o Contact with a contaminated surface or object (Norwalk virus), food (salmonella, E.
coli), blood (HIV, hepatitis B), or water (cholera);

e Bitesfrominsects or animals capable of transmitting the disease (mosquito: malaria
and yellow fever; flea: plague); and,

e Travelthrough the air, such as tuberculosis or measles.

General Safety Guidelines include:

Wash hands often.

Clean and disinfect commonly used surfaces.

Cough and sneeze into your sleeve.

Avoid sharing personal items.

Get Vaccinated.

Stay home when sick.

Follow local, state, and federal health and safety guidelines.

NOoO AW -
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Ransomware Attack

Ransomware is a malware designed to deny a user or organization access to files on their
computer. By encrypting these files and demanding a ransom payment for the decryption
key, cyberattacks place organizations in a position where paying the ransom is the easiest
and cheapest way to regain access to their files. Some variants have added additional
functionality - such as data theft - to provide further incentive for ransomware victims to
pay the ransom.
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Emergency Kit Recommendations

After an emergency, you may need to survive on your own for several days. Being prepared
means having your own food, water, and other supplies to last for several days. A disaster
supplies kit is a collection of basic items your workplace may need in the event of an
emergency. Toassemble your kit, store items in airtight plastic bags and put your entire
disaster supplies kit in one or two easy-to-carry containers, such as plastic bins or a duffel
bag.

A basic emergency supply kit could include the following recommended items:

o Water (1 gallon per person, 3-day supply)
e Non-perishable food (several day supply)
e Canopener

e Pencils and paper

e Flashlights
o Batteries
 Whistle

e First Aid Kit

e Prescription medications (1 week supply)
e Prescription eyeglasses

e Multi-purpose tool

e Personal Hygiene Items

e Map

e Cell phone

e Chargers

e Cash

e Family and emergency contact information
e Blanket

e N-95Mask

e Copies of personal documents
o Medication list

Medical Information

Proof of address

Passport

Insurance policies

O O O O

Maintaining Your Kit

e After assembling your kit remember to maintain it so it's ready when needed:
o Keep canned food in a cool, dry place.
o Store boxed food in tightly closed plastic or metal containers.
o Replace expired items as needed.
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Kit Storage Locations

Since you do not know where you will be when an emergency occurs, prepare supplies for
home, work, and cars.

 Home: Keep this kit in a designated place and have it ready in case you must leave
your home quickly. Make sure all family members know where the kit is kept.

o Work: Be prepared to shelter at work for at least 24 hours. Your work kit should
include food, water, and other necessities like medicines, as well as comfortable

walking shoes, stored in a “grab and go” case.

e Car:Incasevyou are stranded, keep a kit of emergency supplies in your car.
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