Northeastern University

Hazard and Threat Analysis Process

To fully understand the hazards that impact Northeastern University and appropriately allocate the resources of the
Northeastern University Police Department and Office of Emergency Management, a comprehensive Hazard and
Threat Analysis is conducted based on three sources of data — historical record, regional hazard identification, and a
Hazard Identification and Risk Assessment (HIRA) survey instrument. Hazards that pose the greatest risk are
identified and documented as priorities for planning, training, and exercise as conducted by the Office of Emergency
Management. These hazards are documented in the Boston Annex of the Northeastern University Emergency
Operations Plan. Hazards are identified for regional campuses based on those identified by local emergency
management planning in their respective regions.

Based on the results on the assessment, which occurs every three years, recommendations and outcomes are
considered and documented. The following sections of this document outline the:

e 2017 Hazard and Threat Analysis Summary
e Conclusions, Recommendations, and Outcomes
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2017 Hazard and Threat Analysis Summary

The Hazard Identification and Risk Assessment (HIRA) is a risk assessment process that is used to collectively
understand the hazards that pose the greatest risk in terms of likelihood and potential impact. As emergency
management resources are finite, the university allocates prevention and preparedness resources towards those
hazards that pose the greatest risk, a product of probability of the hazard and its consequences.

The HIRA tool is modified from the Kaiser-Permanente Assessment Model, a standard instrument in hazard risk
perception assessment, and is distributed across operational staff for Northeastern University to consider
department-level risk perceptions. The HIRA tool reflects the following formula:

Risk = PProbability X Cc(msequence

The resulting risk rating identifies those hazards that are more likely to affect the university. The hazards that have
been identified in this tool are from previous HIRA assessments at Northeastern University and the Commonwealth
of Massachusetts Comprehensive Emergency Management Plan. Hazards that fall under historical or regional
threats and are considered high risk through the HIRA tool are considered priorities for the Office of Emergency
Management to allocate resources for planning, training, and exercise for mitigation, response, and recovery of such
incidents.

Historical Record Regional Hazard Identification HIRA Assessment Tool
Prior Hazards at NU Boston and Massachusetts Comprehensive Modified Kaiser-Permanente
Previous Assessments Emergency Management Plan Assessment Model

This current assessment, conducted in Winter 2017, is intended for the Boston Campus only (Regional campus and
international assessments are based on the country, state, city, and county HIRA assessments that are conducted).
Hazards are categorized by Natural, Unintentional Threats, and Intentional Threats. There are additional items listed
that present a unique hazard in the higher education environment. The university has also chosen to evaluate the risk
posed by certain crimes and incidents that could be highly consequential in the higher education environment, in
addition to traditional hazards and threats identified by various emergency management standards.

Natural Hazards Unintentional Threats Intentional Threats
Drought Commaodity Shortage Active Shooter / Threat
Earthquake Hazardous Materials Release Cyber Attack

Flood Public Health Emergency Explosive Device
Hurricane Structure Collapse School/Workplace Violence
Severe Winter Weather Transportation Accident Sexual Assault
Thunderstorm Utility Failure Suicide

Tornado

Hazards that are historically and/or regionally known to affect Northeastern University’s Boston campus through historical record
and state emergency management plans (Entries in Bold are highest-rated risks as identified).

Records are maintained by Northeastern University Office of Emergency Management and HIRA assessments are
conducted every three (3) years to conform to Emergency Management Accreditation Program (EMAP) standards.
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Conclusions, Recommendations, and Outcomes

Based on the results of the comprehensive Hazard and Threat Analysis, the Northeastern University Police
Department and Office of Emergency Management prioritized resources on prevention, response, and recovery for a
variety of hazards, including the high-risk hazards as identified through the assessment process.

Based on these resource allocations, the following recommendations/actions were taken to approach the hazards
identified through planning, training, and exercise.

Recommendation: Further work with operational leaders across Northeastern University to approach
opportunities to provide methods for information sharing and training across departments on manners of
safety for the hazards identified.

ACTION & OUTCOMES
PREPAREDNESS DAY

Twenty-eighteen was a monumental year for the NUPD in its efforts to engage the entire university community in
preparedness planning and training. The Chief of Police and Emergency Manager imagined, created, and developed
a concept for an event to promote information sharing, live training, and various levels of exercise. The concept
quickly evolved into what became Preparedness Day. A planning team of over 20 partners across the university
came together to develop the content for Preparedness Day. The idea for the day sprouted from the Emergency
Manager’s discussion with the Chief about the university requirement to conduct a Risk Assessment every three
years. Looking at a list of more than 20 possible risks, it became clear that those risks spread over the landscape of
the physical campus and across a wide range of functions.

The Chief tasked the various units in the police department to begin planning for the event. Emergency Management
managed the event, including bi-weekly planning meetings, website/registration, and organization of the in-person
training sessions; Patrol was responsible for creating a full-scale exercise; Professional Standards was in charge of
the vendor tables; and SSU along with Community Engagement would do security assessments.

Over the course of the planning period, many partners joined the group including the Offices of Risk Management,
Facilities, Student Affairs, Environmental Health and Safety, Information Technology, Health Sciences, Health
Services, and the Library.

The day itself was a fantastic success with more than 400 participants. The key takeaway of the event was that the
job of preparing to prevent and mitigate risk is everyone’s responsibility, a task that is easily lost sight of considering
the human tendency toward complacency.

Preparedness Day began with registration, breakfast, and vendor tables in a common area of the Student Center,
which quickly became busy with personal interaction among the attendees, staff, and vendors. In the many
conversations, introductions, connections, and plans for follow-up were made. After the opening, participants
attended classes on a variety of topics including CPR, Cyber Security, Active Threat, Self Defense, Personal
Preparedness, Natural Hazard Awareness, and others. The response to these offerings was exceptionally positive.
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Recommendation: Annual exercise planning for various levels of scenario-based exercises, including
tabletop, functional, and full-scale, to approach the topics and hazards identified in the Hazard and Threat
Analysis.

ACTION & OUTCOMES
EXERCISES ACROSS THE UNIVERSITY

During the first half of 2018, several groups have begun to enhance their exercise program with the assistance of the
Northeastern University Police Department and Office of Emergency Management. The NU Facilities division has
developed and run a variety of exercise drills, including a dynamic live test of the flooding mitigation systems across
the Boston campus. The NU Police Department held its annual full-scale exercise as a component of Preparedness
Day and was successful in developing and running a multi-faceted exercise approaching an active threat situation
with various medical, procedural, and investigative components. The NU International Safety Office developed a
series of exercises for global sites, including at the American College of Thessaloniki in Greece.

Planned for the remainder of 2018, a continuation of tabletop exercises for the west coast regional campuses have
been planned with a utility failure hazard for the San Jose (Silicon Valley) campus and an earthquake consideration
for the Seattle campus, both high risks for the respective campuses based on regional government assessments. NU
Environmental Health and Safety is in the planning process for lab hazardous materials exercises as well.

Recommendation: Build a sustainable and scalable method to provide regular information and training
through both in-person and online to reach audiences across the institution and all regional campuses.

ACTION & OUTCOMES
INSTITUTING THE “AIM TO PREPARE” PROGRAM

As an outcome of Preparedness Day, the Chief authorized two important staff changes. The first was to create a
new hire position for the purpose of developing a holistic approach to site security assessment, emergency planning,
continuity planning, and training/exercise. The second major staffing shift was to assign a full-time uniformed police
officer to conduct site assessments, both for buildings and for departments. The two staff members working together
under the direction of the Chief of Police have developed the “Aim to Prepare Program.” This program bridges the
gap between Preparedness Day events occurring annually; it digs down on a granular level to the day-to-day
workings of people within their buildings and departments. It recognizes that different groups of people working in
different environments with different functions have specific and unique needs regarding their own planning and
training. The program delivers a personal touch in that it makes direct contact with staff in their own spaces in order
to meet their individual needs.

TRAINING PROGRAM

It has long been a goal of the NUPD to provide training about safety, security, prevention, and preparedness on a
regular schedule for all students, faculty, and staff. And it has long been the goal to urge directors and department
heads to require their people to attend training and to take a more active role in their own safety and security. The
“Aim to Prepare” program is planned to achieve these two goals. The first two partners are IT teaching Cyber
Security and Environmental Health and Safety teaching Air Quality and Ergonomic Health. The NUPD will provide its
regular course offerings including Active Threat, First Aid, and Personal Self Defense. Some additional topics
include “Stop the Bleed” and “Green Offices.”
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Recommendation: Conduct awareness training and exercise on high risk hazards at the crisis management
level with the Strategic Continuity Team (Executive Policy Group).

ACTION & OUTCOMES
EXECUTIVE-LEVEL CRISIS MANAGEMENT EXERCISE

The Northeastern University Office of Emergency Management has begun a regular program of exercise with the
Strategic Continuity Team (Executive Policy Group) that includes several members of the institution’s senior
leadership team. In June 2018, the program begun with a tabletop exercise on a cyber attack focused on
ransomware and the crisis management needs to manage that type of incident. The team meets on a monthly basis
and has agreed to the cadence of a tabletop exercise every other month allowing for proper after action review every
other month. The next exercise is planned for August 2018 and is focused on hurricane crisis management.
Additional exercise will focus on the areas as identified in the Hazard and Threat Assessment and will be scheduled
to be timely for the seasonal aspects of these hazards, such as hurricanes and severe winter weather.

Recommendation: Improve and enhance awareness activity surrounding all hazards identified in the
assessment as well as during initial assessments of physical spaces to assist with planning and mitigation
efforts.

ACTION & OUTCOMES
CRIME ANALYSIS

Another key development in the past year was the build-out of the Crime Analysis function. An NUPD detective in
SSU took on this role and has done a wonderful job of looking at various data, making sense of it and writing briefing
documents for patrol. In addition, the communications operators have begun to enhance the level of intelligence
gathering techniques and dissemination methods.

TECHNOLOGY

The Chief of Police has promoted the use of technology including blue light emergency only phones, the SafeZone
mobile safety app, and security cameras. The upgrade of these technologies requires funding; based on studies
conducted by the Office of Professional Standards and the Office of Emergency Management, the Chief has included
money for these in his yearly budget proposal. And recently, this effort has been quite successful.

SITE SECURITY ASSESSMENTS BOSTON AND REGIONAL

This last year saw a remarkable effort by two members of the department doing site assessments. One police officer
and one detective have applied much admired personal initiative to make their work successful in assessments both
in Boston and for the regional campuses across the US.
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