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1. INTRODUCTION
1.1. PURPOSE

Northeastern University Mission Statement

Northeastern seeks to contribute to the individual fulfillment of each member of the campus,
to the welfare of the surrounding communities, and to solutions that will address global and
societal needs.

Purpose

The purpose is to give clarification and guidance for students, faculty, staff, and guests and to
coordinate activities in times of an emergency or crisis. The primary objectives of the
Emergency Operation Plan are:

Preparation: activities undertaken to provide the London campus with the
operational capability to effectively respond to an emergency before it occurs.

Mitigation: activities that may either prevent an emergency from occurring or reduce
the campus’ vulnerability in ways that minimize the adverse effects of an emergency.

Response: activities that take immediate action to an emergency, which is either
imminent or occurring.

Introduction

This emergency management plan provides a campus strategy for preparing students,
faculty, staff, and guests in responding to emergencies on the Northeastern University
London Campus.

An emergency is any event or condition that presents an imminent risk of death, serious
injury or illness to persons, suspension, or significant disruption of university operations,
significant physical or environmental damage, or significantly threatens the University’s
regional operations.

The Goal of the Plan

The goal is to maximize human safety and survival, minimize danger, preserve, and protect
property and critical infrastructure, provide for responsible communications with the
campus community and the local public during and after an emergency, and restore normal
activities.

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS 3



) Northeastern University

Scope

The Emergency Operations Plan (EOP) applies to all NU global networks, divisions,
departments, and offices on the education centers; and other NU-related facilities.
International travel and crises domestic and abroad are governed by plans through the
Global Safety Office. The EOP does not supersede or replace the procedures for safety,
hazardous materials response, or other procedures that are already in place at NU. It
supplements those procedures with an emergency management structure, which provides
for the immediate focus of management on response operations and the early transition to
recovery operations. An emergency is defined as any incident, natural or human-caused,
planned, or unplanned, that compels action to protect lives, public health, or property to best
ensure the safety of the community. Emergencies include any incident that materially
impacts or has the significant potential to impact, the ability of the university to carry out
core functions. Impacts may include physical and/or mental harm to people; damage or
disruption to campus property, facilities, roads, critical infrastructure, people, essential
technology, access to commodities; or widespread impacts within the surrounding
community that affect the university
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1.2. SITUATION OVERVIEW

London Operations Team

The London Operations Team is responsible to formulate and lead the campus response to
an emergency. The campus operations teams consist of those staff members that the CEO
and/or Director of Resourcing & Operations delegate as responsible for daily campus
operations, including safety and security. The team will:

Provide essential training and education for all London campus staff

Maintain relationships with local and Boston based safety, health and emergency
partners including NU Police, and London Fire and City Resilience Team including
Police and Fire Departments.

Facilitate and promote the use of university resources when necessary, and

Promote awareness among students, staff, faculty, and guests utilizing the campus

Emergency Notification and Communications

The campus CEO and/or Director of Resourcing & Operations or delegate will initiate the
communication plan to notify students, faculty, staff, and the public concerning all major
emergencies (including weather and natural disasters), as well as other conditions that
present a potential threat. If there is a potential impact to campus operations, the approach
shall be as follows:

1.

CEO and/or Director of Resourcing & Operations or delegate activate and request
assistance.

Strategic Continuity Team along with campus CEO and/or Director of Resourcing &
Operations or delegate accumulate information around issue, peer group
approaches, local industry approaches, and send SVP for Global Network & Strategic
Initiatives a recommendation for any campus outside of the BOS region to transition
to remote operations.

SVP for Global Network & Strategic Initiatives would then calibrate, aka challenge,
the recommendation with the team, update as necessary, and then send to Senior
Leadership Team (SLT) for discussion and approval.

SLT then updates the President on our approach for the impacted campus, as
appropriate.

SCT and Incident Assessment Team assists in coordination of resources for on-
ground operations
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Notifications will communicate specific instructions, or suggestions, to all involved parties
responding to the emergency. This communications strategy will use media, including social
media as soon as sufficient reliable information becomes available.

Facilities

The campus CEO and/or Director of Resourcing & Operations or delegate will work with
building management to ensure that procedures are in place for the safe maintenance of the
campus environment, as well as the critical utilities necessary for business continuity.

The campus CEO and/or Director of Resourcing & Operations or delegate will also work
directly with the Senior Director of Global Site Security to ensure that the campus is
following all protocols to promote and maintain the safety of students, faculty, and staff.
Under the guidance of the Senior Director of Global Site Security, the campus will comply
with The Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act (The
Clery Act).

The Clery Act requires colleges and universities; both public and private, participating in federal
student aid programs to disclose campus safety information, and imposes certain basic requirements
for handling incidents of sexual violence and emergency situations. Disclosures about crime statistics
and summaries of security policies are made once a year in an Annual Security Report (ASR), and
information about specific crimes and emergencies is made publicly available on an ongoing basis
throughout the year.

Information Services

The campus CEO and/or Director of Resourcing & Operations or delegate has developed a
protocol with Information Services to maintain administrative systems; computer software,
hardware, and network connections; and classroom technical support critical to business
continuity on the campus.

Interpersonal Violence Threats

In the event of a threat of violence to an individual staff, faculty, or student on campus, the
campus CEO and/or Director of Resourcing & Operations or delegate will immediately refer
the matter to the London Police and notify the appropriate university offices (NU Police,
Global Site Security, HR, Student Affairs, etc.) so that potential violence may be prevented.

Communication Plan

The campus CEO and/or Director of Resourcing & Operations or delegate will coordinate
with the SVP for Global Network & Strategic Initiatives and the Strategic Continuity Team to
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create approved language responses to any incident that potentially impacts campus
operations. The SVP will bring the issue to the Strategic Continuity Team (SCT). The SCT will
activate if there are any decisions to be made and will approve all communication thatis to
be sent. The campus CEO and/or Director of Resourcing & Operations or delegate have the
same resources available as any emergency response team for Northeastern University.

The campus CEO and/or Director of Resourcing & Operations or delegate will develop a
database of key contacts needed in a response to be stored on a shared database. Contacts
should include:

e Emergency Management Contacts
e Law Enforcement & First Responders
e Local Elected Officials
o Media Relations/News Media
e Operations Team Members
e Students, Faculty, and Staff
o Emergency Contact Information

NU Alert System

The University employs the NU Alert system to communicate emergency notifications and
timely warnings to the affected University campus. A test of the NU Alert system is
conducted on an annual basis to ensure proper functionality. Messages sent from the NU
Alert system are sent to university email accounts and to enrolled mobile phone numbers via
text message. NU Alert messages will be sent to all community members with contact
information associated with the affected campus. The NU Alert system is updated daily
through centralized University databases. Members of the community are reminded to
update their university contact information at the beginning of each semester, or at any time,
by visiting the Student Hub for students, and Workday for employees. The Office of
Emergency Management (OEM) plans, publicizes, and conducts a test of the NU Alert
emergency response and notification system at least annually, and maintains a record
documenting each test, including a description of the test, date, and time of the test, and
whether it was announced or unannounced.

Methods of NU Alert Communication

Emergency Notifications: NUPD, GSOC, or Campus Operations Team receives information
through local municipal law enforcement, and other media sources. Reported emergencies
will be confirmed by trained responders on the scene, using security cameras, or a
combination of both. If NUPD/local officials confirm, based on information received from
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these sources, or others, that there is an emergency or dangerous situation that poses an
immediate threat to the health or safety of the University community, the University will,
through NUPD/GSOC, without delay, and taking into account the safety of the campus
community, determine the content of the emergency notification and initiate the notification
system. The only reason an emergency notification would not be immediately issued for a
confirmed emergency or dangerous situation would be if doing so would compromise efforts
to assist a victim, contain the emergency, respond to the emergency, or otherwise mitigate
the emergency. The emergency notification will contain information regarding the event, as
well as instructions regarding immediate protective action that should be taken. The NU
Alert system will send emergency notifications to the affected population via text message to
mobile phones and via university email. Follow up messaging will be sent to the University
community when such instructions are required and/or emergency conditions have abated
utilizing the same methods of notification as the initial message at minimum.

Timely Warnings: The University, through NUPD, issues timely warnings concerning
Clery Act crimes that occur on the University’s Clery geography, where those crimes
pose a confirmed, ongoing threat to the safety of the campus community. The
decision toissue a timely warning is made on a case-by-case basis, as soon as
pertinent information becomes available, and considering all known circumstances
surrounding a crime, including factors such as whether there exists a continuing
threat to the campus community, whether the perpetrator has been apprehended,
and the possible risk of compromising law enforcement efforts.

NUPD Advisories are a method of communication that may be used to facilitate mass
email notifications to the University community, to specifically affected University
populations, or through NUPD social media accounts. NUPD Advisories are utilized
to share important information that does not necessarily rise to the level of an
emergency notification or timely warning. They may also be used to inform the
community about relevant safety awareness campaigns.

The campus CEO and/or Director of Resourcing & Operations or delegate will develop a
database of key contacts needed in a response to be stored on a shared database. Contacts
should include:

e Emergency Management Contacts

e [aw Enforcement & First Responders
e Local Elected Officials

e Operations Team Members

e Students, Faculty, and Staff
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University Status

The university categorizes emergencies in terms of their impact or potential impact to
campus operations. Each category of emergency is named to identify what is happening
and/or where it is happening.

University Status

Description

Emergency
Level

Steady State

Normal operations

N/A

Enhanced
Monitoring

Minor impact to campus operations, or the potential
to impact campus operations; London Operations

Team, OEM & IAT monitoring (e.g., water main break,

facility utility disruption, snow emergency, weather
emergency, etc.).

Level 3

Partial

High potential to impact campus operations; London
Operations Team, OEM & AT monitoring and
coordinating (e.g., demonstration, major weather
emergency, Special Security Event).

Level 2

Full

Major incident is occurring with high impact to
campus operations; EOC is open, London Operations
Team, OEM & IAT monitoring and coordinating (e.g.,
pandemic, active threat).

Level 1
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2. CAMPUS INFORMATION

2.1.SITE INFORMATION/COORDINATES/STRUCTURES

London Campus

Type (Academic/Residential)

Devon House
58 St Katharine's Way
London, UK E1W 1LP, UK

Academic

Marble Quay
1 Mews Street
London, UK E1W 1UH

Academic

Incubator Space (Vine Street / Crosswall)
9A Crosswall
London, UK ESCN 2PX

Academic

Moretown
1 Thomas More Street (1st Floor)
London, UK E1W 1YU

Academic

Portsoken
1 Portsoken St.
London, UK E1 8PH

Academic

London Campus

Type (Academic/Residential)

Chapter Aldgate
1-2 Education Square
London E1 1DF

Residential

Chapter Spitalfields
9 Frying Pan Alley
London E1 7HS

Residential

Scape Shoreditch
45 Brunswick Place

London N1 6DX

Residential

Yugo The Curve
14 Fieldgate Street
London E1 1ES

Residential

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS
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2.2. EMERGENCY INFORMATION

London Emergency Services | Police, Fire, and Medical

Metropolitan Police Service
Bethnal Green Station

Local Emergencies - 999

From Abroad: +44 207601 2222

London Fire Brigade — Whitechapel Station
27 Commercial Road

LondonE1 1LD

Contact: 020 8555 1200

National Health Service - Non-emergency Medical Incidents
Contact: 111

Building Operations

Building Security and/or Residential Life Contact:

London Campus Type (Academic/Residential) Security
Devon House Academic Security Phone:
58 St Katharine's Way +447594 651771

London, UK ETIW 1LP, UK

info@nulondon.ac.uk

Marble Quay Academic Security phone:
1 Mews Street +44.7761 096658
London, UK E1W 1UH

Incubator Space (Vine Street / Crosswall) Academic Security phone:
9A Crosswall +447591 360273
London, UK E3CN 2PX

Moretown Academic Security Phone: TBD
1 Thomas More Street (1st Floor)
London, UKE1W 1YU

Portsoken Academic Security Phone:
1 Portsoken St. +44 7936 464639
London, UK E1 8PH

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS
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London E1 1ES

London Campus Type (Academic/Residential) Contact

NU London Residence Life On-Call Staff Member (24/7): +44 7512 655442
Chapter Aldgate Residential Phone (24/7):
1-2 Education Square +442036 759192.
London E1 1DF
Chapter Spitalfields Residential Phone (24/7):
9 Frying Pan Alley +442036 759210
London E1 7HS
Scape Shoreditch Residential Phone (24/7):
45 Brunswick Place +44 2038 464205
London N1 6DX
Yugo The Curve Residential Phone (24/7):
14 Fieldgate Street +44.2087 060210

Global Safety Operations Center [GSOC]

Phone - (617) 373-5000 (US)

Toll-free Emergency - +44 808 196 3775 (UK)
Email - NUglobalops@northeastern.edu

Northeastern University Police Department [Boston]

Emergency - (617) 373-3333

Non-Emergency - (617) 373-2121

Visit - Nupd.Northeastern.edu

Local Emergency Health Resources

The Royal London Hospital
Whitechapel Rd
London E1 1FR
United Kingdom

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS
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2.3. THREATS AND HAZARDS

Natural Hazards

A natural hazard is a natural phenomenon that might have a negative effect on humans and
other animals, or the environment. Natural hazard events can be classified into two broad
categories: geophysical and biological.

Human-related Hazards

Anthropogenic hazards or human-made hazards can result in the form of a human-made
disaster.

Technological Hazards

A hazard originating from technological or industrial conditions, including accidents,
dangerous procedures, infrastructure failures or specific human activities, that may cause
loss of life, injury, illness or other health impacts, property damage, loss of livelihoods and
services, social and economic disruption, or environmental damage.

Hazardous Materials Incident

Hazardous Materials Incident is defined as any incident involving the release, abandonment,
discharge, or deposit of any hazardous material from its intended container, which, unless
otherwise provided herein, has the potential to harm persons, property, or the environment.

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS 13
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2.4. RESPONSE
2.4.1. Initial Actions

When an emergency occurs, the London Emergency Services must be contacted as soon as
possible. Dialing 999 is the preferred method of reporting an emergency. Secondary
notification to building security, contract security and GSOC, when safe to do so.

When an emergency occurs, campus personnel must quickly determine what initial response
actions are required. Determining the appropriate actions to take is a three-step process:

1. Identify the type of emergency.
2. ldentify the level of emergency:

a. LEVEL 1 EMERGENCY: Major incident is occurring with high impact to
campus operations; London Operations Team, IAT & SCT monitoring and
coordinating (e.g., major weather emergency, pandemic, active threat).
Typically requires assistance from outside agencies. For LEVEL 1 Emergencies
itisimportant to remember that the response time of outside agencies may be
seriously delayed.

b. LEVEL 2 EMERGENCY: High potential to impact campus operations; London
Operations Team, IAT & SCT monitoring and coordinating (e.g.,
demonstrations, Special Security Events including high-profile guest visitors).
A moderate emergency that may require assistance from outside agencies.

c. LEVEL 3EMERGENCY: Minor impact to campus operations, or the potential
to impact campus operations; London Operations Team, IAT & SCT
monitoring (e.g., water main break, facility utility disruption, snow emergency,
minor weather emergency, etc.). A minor emergency that is handled by
school/office personnel without assistance from outside agencies.

3. Determine immediate action(s) that may be required

Once the type and extent of an emergency has been identified, school
personnel can determine if an immediate response action is required. The
most common immediate actions initiated during school emergencies are:

e Goln,StayIn, Tuneln
o Seekindoor shelter and remain indoors until further notice.

e [ockdown and/or Lock-in
o Acondition where a particular human threat exists, and a building or
buildings needs to have exterior doors/entrances locked, to prevent an
un-authorized person or persons from entering the building.

e Evacuation
o Theurgentimmediate egress or escape of people away from an area that
contains an imminent threat, an ongoing threat, or a hazard to lives or
property.

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS 14
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2.4.2. Executing Decisions

The London Operations Team will immediately assemble (in-person or virtually). The London
Operations Team will promptly decide whether to activate an emergency response
procedure. The London Operations Team will designate the campus CEO and/or Director of
Resourcing & Operations or delegate to brief the SVP for Global Network & Strategic
Initiatives assess the emergency. Once initiated, the designated lead will brief the SVP for
Global Network & Strategic Initiatives. Senior Leadership Team (SLT) is responsible for
updating the President on the approach for the impacted campus, as appropriate. The
Strategic Continuity Team (SCT) and Incident Assessment Team will assist in coordination of
resources for on-ground operations.

The London Operations Team will monitor major incidents in the London community.
Decisions affecting the London campus or immediate vicinity will be communicated to all
essential personnel in London along with Boston personnel to include SVP for Global
Network & Strategic Initiatives.
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2.4.3. Specific Hazard Response

2.4.3.1. Fire, Alarm, or Explosion Response
Upon discovering a fire, explosion, or smoke in the building:

1. Activate the fire alarm system via the nearest Fire Alarm Call Point.

a. Checktheintegrity of the exit stairwells to ensure they are clear of smoke or any
obstructions.

2. Immediately DIAL 999.
a. Secondary notification to on-site security.
b. Notification to GSOC when safe to do so.

3. Beprepared to provide:
a. Your Location
b. Location of fire/smoke
c. Type of incident (chemicals present, etc.).

In the event of a fire, alarm, or explosion:

BUILDING SPECIFIC INFORMATION

1. The building alarm system will be activated.

a. Thesystem will be immediately activated to evacuate via evacuation tone, and
strobe activation.

2. Begin evacuation immediately by exiting the building via the exit system.
a. Theuse of elevators when the building is in alarm is prohibited except by
guidelines set forth by the Fire Brigade.
b. Befamiliar with the location of all exits & stairwells and select the safest
exit/stairwell to use for evacuation based on the location of the fire and any

information available. If affected by smoke, an alternate exit/stairwell shall be
selected.

3. If possible, take your personal belongings and proceed to the nearest exit quickly. DO
NOT RUN. Stay to the left of the stairway and go down in single file to allow First
Responders to utilize the right side for equipment and transit.
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a. Fire Systems and Assembly Points:
i. See Northeastern University London, Marble Quay Evacuation Plan
ii. See Northeastern University London, Devon House Evacuation Plan
iii. See Northeastern University London, Incubator Space Evacuation Plan
iv. See Northeastern University London, Portsoken Evacuation Plan

4. Assist individuals with mobility limitations to the area of refuge. Notify on-scene first
responders of the individual in need of assistance. The Fire Brigade will dispatch
firefighters throughout the building to evacuate those who need additional
assistance, if necessary.

a. Acurrent list of affiliates in need of additional assistance should be maintained
by each tenant.

b. The area of refuge should be closest to the emergency exit and furthest away
from the fire, when possible.

5. Remainin Evacuation Assembly Point until you are given further instructions.

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS 17
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2.4.3.2. Medical Emergency Response

Do not move a seriously injured person unless he/she is in a life-threatening situation. If the
victim must be moved, support the head and the neck. Do not bend or twist the victim’s body. Do not
approach victims of electrocution or toxic exposure unless you are sure it is safe to do so.

1.
2.
3.

Remain calm. Alert your First Aid Attendant/Security.
Enlist help to call 999 and Building Personnel or Security.
Provide information about the nature of the emergency:
a. Theexactlocation
b. Number of persons involved.
c. Condition and information of the patient (conscious and alert, age, gender,
etc.)
Attend to the person and administer First Aid.
a. Instruction will be provided by 999 Call-taker.
Appoint someone to ensure that an elevator has been secured for arriving Emergency
Responders.
Direct someone to meet arriving Emergency Responders to escort them to the
location of the patient.

Life Sustaining Resources:

First Aid Kit
o Located inthe identified first aid rooms
o Locatedinthe kitchen/tea points

o Incubator Space: AED near the reception desk on the wall on the ground floor
o Devon House: AED on the ground floor near the kitchen

o Portsoken: AED at the First Point desk, this is indicated on the drawing

o Marble Quay: AED fitted to the wall on the ground floor near the printer.
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2.4.3.3. Severe Weather Response

The university is committed to ensuring the safety of students, faculty, staff, and guests
during severe weather. Emergency shelter locations include interior rooms on lower floors.
Shelter locations and emergency routes will be communicated via university alerts, signage,
and the official website.

Severe Weather Alerts & Actions

A Severe Weather Alert may be issued when conditions are favorable for severe weather or
when a dangerous event is imminent or occurring.

Actions to be taken:

e Monitor Updates: Stay informed through university alerts, emails, and official
weather sources (e.g., UK Met Office).

e Seek Shelter: Move to the nearest designated safe area away from windows and
exterior walls.

e Pause Activities: Outdoor events, classes, and university transport may be suspended
if conditions worsen.

EMERGENCY OPERATIONS PLAN « LONDON CAMPUS 19
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2.4.3.3. Building / Utility Failure
Elevator Failure

If an elevator fails and you become trapped, do not panic. Use the elevator phone or your
cell phone to call for assistance. Press the ALARM or HELP button to notify others who
may be nearby. Do not attempt to force the door open or attempt to climb out of the
elevator car, as the elevator may restart without warning. Your best course of actionis to
relax, get comfortable, and wait for professional assistance. Even if the air temperature
feels warm, there is plenty of air circulating in the elevator and throughout the shaft.
Provide the following information to security:

e Yourname
e Total number of people in the elevator
e Report and injuries, medical conditions, or disabilities.

Building personnel will contact facility personnel and/or the fire brigade to get you out.
Utility Failure

Utility failures should be immediately reported to the building management team and
the London Operations Team. If there is an emergency related to the outage, call 999
to report the situation, and notify GSOC when it is safe to do so.

In the event of a power outage, the building property management team will
determine the appropriate response. Generally, outages are brief, but an evacuation
order will be communicated if the outage is expected to last for an extended period. If
a partial or complete loss of electrical power occurs, backup generators will power
certain building systems. This includes life-safety systems, emergency exit and
stairwell lighting, and the elevator retrieval system for emergency personnel use.
Property Security will keep building occupants informed by using radios and/or the
voice communication system.

If a natural gas leak is suspected: stop what you're doing, turn off any gas valves, open
doors, and windows if it is safe to do so, and exit the building. Prevent ignition sources
by avoiding electrical equipment, switches, lights, heaters, hot water, HVAC, outlets,
or open flames. Do not use elevators unless authorized. Report the incident to
property management or call 999 if they are unresponsive. Do not reenter the
building until authorized.
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2.4.3.5. On-Campus Violence Response

Active Threat & Weapons on Campus

The University prohibits the use, possession, or sale of firearms, whether loaded or
unloaded on campus by anyone other than University police or other law
enforcement personnel, even if the person has a legal license or permit to carry the
firearm.

The University strictly prohibits the use or possession of all other dangerous
weapons, including replicas.

If you observe a suspicious person with a firearm or other weapon, whether actively
shooting or acting in a suspicious/threatening manner, immediately DIAL 999 and
alert on-site security and GSOC.

If someone is actively shooting, quickly assess the situation and consider one of the
following options:
o Run:Act quickly and quietly, leaving your belongings behind.
o Hide: Hide silently in as safe a place as possible, lock and barricade entryways.
Silence your devices if you are hiding from an active threat on campus.
o Tell: Notify local emergency services and tell them clearly the location of you
and the attackers, descriptions of the attackers, their clothing and weapons,
information about casualties and building access.

Do not activate the fire alarm in an active threat situation. If the fire alarm is
activated, do not evacuate.

When the police or other emergency personnel arrive on the scene, follow their instructions
exactly.

Remember that in these situations, the responding police officers do not know who the
shooter(s) are, and they do not know who you are. They must take certain precautions for
everyone’s safety.
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2.4.3.6. Hostage Situation

If you hear or see a hostage situation, immediately remove yourself from any danger if
possible. Immediately contact authorities by calling 999. Be prepared to provide the
following information:

Location and room number of the incident.

Number of possible hostage takers.

Physical description and names of hostage takers, if possible.
Number of possible hostages.

Any weapons the hostage takers may have, if known.

Your name.

Your location and phone number.

If you are taken hostage:

Remain calm, be polite, and cooperate with your captors.

DO NOT attempt escape unless there is an extremely good chance of survival. It is
safer to be submissive and obey your captors.

Speak normally. DO NOT complain and avoid being belligerent or argumentative.
DO NOT draw attention to yourself with sudden body movements, statements,
comments, or hostile looks.

Observe the captors and try to memorize their physical traits, voice patterns,
clothing, or other details that can help provide a description later.

Avoid getting into political or ideological discussions with the captors.

Try to establish a relationship with your captors and get to know them. Captors are
less likely to harm you if they respect you.

If forced to present terrorist demands to authorities, either in writing or on tape,
state clearly that the demands are from your captors. Avoid making a plea on your
own behalf.

In arescue situation:

DO NOT RUN. Drop to the floor and remain still. If that is not possible, cross your
arms, bow your head, and stand still. Make no sudden moves that a responder may
interpret as hostile or threatening.

Wait for instructions and obey all instructions you are given from responders.

Do not be upset, resist, or argue if arescuer isn't sure whether you are a terrorist or a
hostage.

Even if you are handcuffed and searched, DO NOT resist. You will be taken to a safe
area, where proper identification and status will be determined.
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2.4.3.7.Civil Disturbance and Hate Crimes

If there is a civil disturbance in the area, avoid the area and avoid provoking and obstructing
any demonstrators. Avoid glass doors and windows. Call 999 if a threat exists.

If the disturbance is near campus and it is deemed an issue to public safety, then students,
faculty, and staff may be asked to leave the campus. Notify GSOC of the event as soon as it is
safe to do so.

At the federal level, hate crime laws include crimes committed on the basis of the victim's
perceived or actual race, color, religion, national origin, sexual orientation, gender, gender
identity, or disability. A hate crime includes any threat made against an individual or group, as
well as property damage such as vandalism.

e |nanemergency,dial 999 or your local police to get immediate help.
e Ifyou believe you are the victim of a hate crime or that you witnessed a hate crime,
report it immediately:
o Reportthe crime toyour state or local police by dialing 999.
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2.4.3.8. Bomb Threats and Suspicious Packages

Bomb Threat
Bomb Threat Checklist & Suspicious Package Worksheet attached to packet.

When a bomb threat is received:
1. Listen. Remain calm and courteous.
2. Donotinterrupt the caller.
3. Obtain as much information as possible.
4. Do not hang up.
a. If possible, enlist the help of co-workers to call 999 from another phone to
advise them of the situation.
5. Complete the Bomb Threat Checklist.

If a suspicious package or object is located, DO NOT TOUCH IT. Immediately DIAL 999.
1. Do not handle the written communication more than necessary.

2. Immediately notify emergency services via 999.
3. Complete Suspicious Package Worksheet Instruction.
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2.4.3.9 Swatting

Swatting is the act of making a false report to a community or emergency call-taker, typically
claiming an active threat such as a shooting or bomb threat, to provoke a heavy law
enforcement response to a specific location and community concern. These incidents can
cause significant disruption, pose safety concerns, and strain community and emergency
resources.

How to Be Prepared To mitigate risks and ensure swift, effective responses, please keep the
following in mind:

e Recognizing the Threat: Swatting calls often originate anonymously, leveraging spoofed
numbers or online services. They typically claim immediate danger to trigger an urgent
response.

e Incident Protocols: Ensure that all operational & security teams are familiar with emergency
response plans and communication procedures. Quick verification with law enforcement is
key.

e Awareness & Training: Teams should be trained to ask the appropriate questions and
communicate effectively with authorities to avoid unnecessary escalations.

o CallHandling: If you receive a suspected swatting call, keep the caller engaged while
gathering critical details and alerting those nearby to assist with notifications to 911/999 and
GSOC.

e Post-Incident Response: If a swatting event occurs, document the details, coordinate with law
enforcement (999) immediately, notify the GSOC, and follow emergency response plans as
instructed by first responders.

Important Steps to Take
e After recognizing the threat, try to obtain more information from the caller
e Alert security or a co-worker with a code word, or text/ping an operational/security group
chat
e While the call recipient obtains more information, security/colleagues can call 911/999 and
alert the GSOC
e Follow the guidance of first responders on the phone and on scene

Confirmation of the threat
e Aretheretwo or moreindependent sources reporting the same thing?
e Canvyouor acolleague see or hear cues that confirm the threat?
e Have you received any communication from law enforcement or property management
indicating that there is a threat in the vicinity?

If you feel as if the threat is confirmed, follow the Active Threat Guidance (Run, Hide, Tell).
As these threats continue to evolve, it's critical that we stay proactive and informed. Please

ensure your teams review existing security protocols and report any concerns promptly. If
you receive a call or communication about an active threat, we recommend keeping the
following questions available to help assess the situation and pass along to first responders.
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2.4.3.10. Student in Distress

If you are in contact with a student who appears to be an immediate threat to his or her own
safety or to the safety of others, staff should call 999 for immediate assistance and follow up
with GSOC when possible.

Quick reference for assisting students having difficulties:

Recognize Symptoms

Significant change in academic performance or classroom conduct.
Unusual behavior or appearance.

Traumatic event or change in relationships.

Reference to suicide, homicide, or death.

Respond to the Student

Speak privately with student.
Directly and candidly discuss your observations and concerns.
Offer support and assistance.

Refer to a Mental Health Professional

Be caring, firm, and straightforward in your referral.
24/7 Support is available through Find@Northeastern at 8/7.233.9477
(+1.781.457.7777 Intl.).
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2.4.3.11. Terrorism/Regional Attack

Terrorismis the unlawful use of violence and intimidation, especially against civilians, in the
pursuit of political aims. Terrorism Hazards include, but are not limited to,

Weapon of Mass Destruction (WMD) Hazard Agents. WMDs are defined as any
weapon that is designed or intended to cause death or serious bodily injury through
the release, dissemination, or impact of toxic or poisonous chemicals; disease
organisms; radiation or radioactivity; or explosion or fire.

o Chemical agents are intended to kill, seriously injure, or incapacitate people
through physiological effects.

o Biologicalis the intentional release of a pathogen (disease causing agent) or
biotoxin (poisonous substance produced by a living organism) against humans,
plants, or animals.

o Nuclear the use or threat to use nuclear material, nuclear fuel, radioactive
products or waste, or any other radioactive substances with toxic, explosive,
or other dangerous properties.

Low-Tech Devices and Delivery include small explosive devices that can be left in
packages or bags in public areas for later detonation, or they can be attached directly
to a suicide bomber for detonation at a time and place when and where the terrorist
feels that maximum damage can be done.

Infrastructure Attacks would be aimed to disrupt or destruct the nation’s
infrastructure including electric power, oil and natural gas, telecommunications,
transportation, banking and finance, and vital government services.

Cyber Attacks involves the malicious use of electronic information technology to
commit or threaten to commit acts dangerous to human life, or against a nation’s
critical infrastructures in or coerce a government or civilian population to further
political or social objectives. Most cyber-attacks focus on computer system
intrusions, and denial of service attacks.
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2.4.3.11. Terrorism/Regional Attack
General Safety Guidelines include:

Be aware of your surroundings.

Move or leave if you feel uncomfortable or if something does not seem right.

Take precautions when traveling. Be aware of conspicuous or unusual behavior.

Do not accept packages from strangers.

Do not leave luggage unattended.
o You should promptly report unusual behavior, suspicious or unattended

packages, and strange devices to the police or security personnel.

o Learnwhere emergency exits are in buildings you frequent. Plan how to get out in the
event of an emergency.

o Beprepared todowithout services you normally depend on—electricity, telephone,
natural gas, gasoline pumps, cash registers, ATMs, and Internet transactions.

o Locate designated fallout shelters in your area.

o These typically include locations that are located underground or windowless
center area of middle floors in high-rise buildings.

O O O O O

If an attack warning is issued, or an attack occurs:

e Takecover as quickly as you can, below ground if possible, and stay there until
instructed to do otherwise.

e Listentoyour radio or television or look for electronic notifications with instructions
of local emergency officials.

If you are caught outside and unable to get inside immediately:

e Take cover behind anything that might offer protection.

e Lieflat onthe ground and cover your head. If the explosion is some distance

e away, it could take 30 seconds or more for the blast wave to hit.

e Takeshelter as soon as you can, even if you are many miles from where the attack
occurred.

 Remember the three protective factors: Distance, shielding, and time.
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2.4.3.12 Regional Emergency

UK Government Emergency Alerts
Website: https://www.gov.uk/alerts

Heatwave

Extreme heat in London has become more frequent, impacting public health,
transport, and infrastructure.

Heatwave Preparedness:

e FEarly Warning System: Monitor Met Office Heat Health Alerts
(https://www.metoffice.gov.uk/weather/warnings-and-advice).

e Cooling Areas: Identify air-conditioned spaces for students and staff to take refuge.

e Hydration Stations: Provide water refill stations around campus.

e Awareness Campaigns: Educate the community on heat-related ilinesses (heat
exhaustion, heatstroke).

During a Heatwave:

e Reduce Outdoor Activities: Limit strenuous physical activities and schedule outdoor
events for cooler hours.
e Maintain Ventilation & Cooling:
o Useshaded areas for gatherings.
o Increaseindoor fan or air conditioning use.
e Monitor Vulnerable Individuals: Check in on students and staff with medical
conditions.

Signs of Heat-Related lllness & Response:

e Heat Exhaustion Symptoms: Heavy sweating, dizziness, nausea, headache.
o Response: Move to a cool place, hydrate, apply cool compresses.

e Heatstroke Symptoms: Confusion, rapid heartbeat, loss of consciousness.
o Response: Call 999 immediately, cool the person down urgently.

Post-Heatwave Recovery:

e Building Safety Checks: Inspect HVAC systems, ventilation, and water supplies for

strain or damage.
e Community Support: Provide hydration relief stations and mental health support for

those affected.
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Floods

London is susceptible to floods, and the rainstorms can cause localized flooding.
During floods, home and essential infrastructure may be damaged, sewers overflow,
and public transit can be disrupted. With climate change, expect more flooding,
especially along the waterfront and street storm drains due to the sea level rise,
intense windstorms, and heavy rain.

If flooding does occur, remain on-campus until it is deemed safe to leave. Do not go to
underground parking structures or loading docks. If on lower level, relocate to higher
ground/floor of building using stairwell.

Flood Preparation:

Create a Communications Plan

Assemble an emergency kit

Know your risk

Sign up for notifications

Prepare your home, family, pets, workplace, etc.
Charge your essential items

Leave when necessary

During:

Stay informed

Get to higher ground
Obey evacuation orders
Practice electrical safety
Avoid flood waters

Recovery:

Stay informed

Avoid flood waters

Avoid disaster areas

Heed road closed and cautionary signs

Be patient and wait for all clear notification
Make contact your emergency contacts
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Suspicious Package Work Sheet

If you receive a suspicious letter or parcel
(A COMBINATION of the following may constitute a suspicious mail item)

Excessive
postage

Mailed from a
foreign country

Fictitious
Return Address

Misspelled
words
Addressed
to title only
Restrictive
markings

Riqid or
bulky
Strange
odour
Badly typed
or written
No Return
Address
Protruding
wires

Special

Excessive wrapping, endorsements

tape or string

Oily stains, discolouration
or crystallization on wrapping

Lopsided
or uneven

Immediately advise
local emergency
services of the

situation.

Do not handle,
shake, smell,

or taste the
suspicious article.

Isolate the article,
and evacuate the

immediate vicinity.

Anyone who has
handled the article

should immediately
wash their hands
with soap and
water.

If a letter or parcel
is open and/or a
threat is identified

For a Bomb:

» Evacuate area
immediately

» Call local emergency
services

For Biological
or Chemical:
» Isolate -do not handle

» Evacuate area
immediately

= Wash your hands with
soap and warm water

» Call local emergency
services

For Radiological:
» Limit exposure -
do not handle

» Evacuate area
immediately

» Shield yourself from
object

» Call local emergency
services

Corporate
Security
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Active Shooter Work Sheet

COUNTER
TERRORISM ACT o B
s POLICING TERRORISM

IN THE RARE EVENT OF
a firearms or weapons attack

RUN HIDE TELL

HUH O a place Or sarety
vay eurrender oF I

Q0

HIDE it's better to hide 1
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Bomb Threat Work Sheet

Bomb Threat Checklist

Remember — keep calm — don’t hang up - keep caller talking for as long as possible

Call Information Caller's voice

: _1 Calm ] Angry O Excited

Mumber call received at

_1 Slow ] Rapid O Soft
Callers phone number _1 Loud Ll Laughing [ Crying
Recipient [ Normal L] Distinct O Slurred

s '

Time amipm  Date f - Intoxicated O] Swttering ] Lisp

] Cracking ] Deep ] Ragged

_] Clearing throat ] Disguised ] Accent

Information on caller —1 Deep breathing ] Familiar ] Raspy

Sex Age Race

Length of call If the voice is familiar, who did it sound like?

Ask the caller these questions:

Where is the bomb located?
{building, room, floor}

When will it explode?

What does it look like?

What kind of bomb is it?

What will make it explode?

Did you place the bomb?

If not, who did?

Are you mad at someone?
If yas, why?

Why did you place the bomb?

When did you place the bomb?

What iz your name?

Where do you live?

Threat language Background noises
1 Incoherent  Speech type ] Street noises ] Loud machinery
] Taped message O lrrational I TV Moise 1 Animal noises
1 Abusivelfoul ] Conversation 1 Clear
—1 Message read by threal maker ] PA system —1 Static
O Other [ Musie ] House noises
] Traffic noises ] Office machinery
Notes: [ Public phone O Local call
1 Aircraft

I Kitchen noises
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Active Threat Checklist

Active Threat Caller Checklist

Caller Information: + Phone Number (both calling from &
provided):
¢ FullName:
Call Notes

(Ask again later during the call) .
« Time of Call (AM/PM):

¢ Caller’s Location:
o Date:

e Target Address/Name of Location: * LengthofCall:

Additional Questions:

¢ Why are you reporting yourself?

* Why is there no noise in the background?

¢ Whatis that noise in the background?
(If inconsistent with the story}

¢ Why does it sound like you are typing on a computer keyboard?

¢+ Are you targeting anyone in particular?

Caller Claims to Be Inside or Near a Building/School:
e How are you going to getinside the building?

» Do you know a member of the school?

* Where are you in the building?

¢ What are you near?

¢ Which building are you infon?
(If multiple buildings in a complex)

+ Doyou know an employee?

Caller Claims They Are on Their Way or Planning to Target a Location:

* Where are you coming from?

+ Areyouinacar?

¢  When will you get here?
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Emergency Kit Recommendations

After an emergency, you may need to survive on your own for several days. Being prepared
means having your own food, water, and other supplies to last for several days. A disaster
supplies kit is a collection of basic items your workplace may need in the event of an
emergency. Toassemble your kit store items in airtight plastic bags and put your entire
disaster supplies kit in one or two easy-to-carry containers such as plastic bins or a duffel
bag.

A basic emergency supply kit could include the following recommended items:

o Water (1 gallon per person, 3-day supply)
e Non-perishable food (several day supply)
e Canopener

e Pencils and paper

e Flashlights
* Batteries

* Whistle

e First Aid Kit

e Prescription medications (1 week supply)
e Prescription eyeglasses

e Multi-purpose tool

e Personal Hygiene Items

e Map

e Cell phone

e Chargers

e Cash

e Family and emergency contact information
e Blanket

e N-95Mask

e Copies of personal documents
o Medication list

Medical Information

Proof of address

Passport

Insurance policies

O O O O

Maintaining Your Kit

o After assembling your kit remember to maintain it so it's ready when needed:
o Keep canned food in a cool, dry place.
o Store boxed food in tightly closed plastic or metal containers.
o Replace expired items as needed.
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