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1.2. EXECUTIVE SUMMARY

An emergency can occur at any time, suddenly and without warning. Proper planning is essential to
minimize the impact of any emergency on university assets, including people, operations, and facilities.

The Northeastern University Emergency Operations Plan is designed to provide Northeastern University
with a management tool to facilitate a timely, effective, efficient, and coordinated emergency response to
significant events affecting any of the campuses or communities of the university. It is based on the
integration of Northeastern University emergency response resources with those of other government
emergency response agencies. The Emergency Operations Plan does not replace existing emergency plans
and procedures, but supplements them by defining the relationships between those and other procedures
and organizations to build a unified command structure and well as to provide guidance for the
Northeastern University community in preparing for, responding to, recovering from, and mitigating
emergency situations.

Northeastern University recognizes its responsibility for managing emergency and disaster situations
affecting the university. This plan is also designed to satisfy components of the Higher Education
Opportunities Act (2008) requiring emergency response procedures and implements the National Incident
Management System (NIMS). The Emergency Operations Plan is based on a realistic assessment of
potential hazards that could affect our community and is based upon an assessment of existing capabilities
to respond to these situations.

Comprehensive Approach

The four-part cycle of emergency management involves the concepts of preparedness, response, recovery,
and mitigation. This is acknowledged as the traditional and appropriate method of managing emergencies
and disasters. This comprehensive approach can save lives and minimize damage related to an unusual
event.

Preparedness

Preparedness is a continuous process and begins with the individual and builds upon individual
responsibility to include department, division, school, and university. Preparedness involves efforts at all
levels to identify threats, determine vulnerabilities, educate and train the community and identify required
resources. Preparedness is operationally focused on establishing guidelines, plans, procedures, protocols,
and standards for planning, training and exercises, personnel qualification and certification, equipment
certification, and publication management.

Every member of the Northeastern community is encouraged to keep a copy of the Campus Emergency
Response Guide (Appendix B) in their residence or workplace to be able to quickly refer to content in an
emergency. The Northeastern community is urged to understand hazards in your residence or workplace
and understand your role in responding to emergencies. Additionally, all members of the community are
urged to participate in training, evacuation drills, and other efforts to enhance safety.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 2
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Response

Activities that address the short-term, direct effects Incident Management System
of an incident are the response phase. Response
includes immediate actions to save lives, protect
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property and the environment, and meet basic Recognized as a compendium of best practices

human needs. Response also includes the execution and mandated for use at the federal and state
of emergency operations plans and mitigation level, Northeastern University adopts the
activities designed to limit the loss of life, personal National Incident Management System (NIMS)
injury, property damage, and other unfavorable for responding to emergencies affecting the

outcomes. As indicated by the situation, response
activities include applying intelligence and other
information to lessen the effects or consequences of

university, thereby enhancing interoperability
and ease of integration of partners who may

an incident, increased security operations, and assist with responding to disasters.
continuing investigations into the nature and source

of the threat.

Recovery

Recovery involves: the development, coordination, and execution of service- and site-restoration plans; the
reconstitution of operations and services; long-term care and treatment of affected persons; additional
measures for social, political, environmental, and economic restoration; evaluation of the incident to
identify lessons learned; post incident reporting; and, development of initiatives to mitigate the effects of
future incidents.

Mitigation

The activities designed to reduce or eliminate risks to persons or property to lessen the actual or potential
effects or consequences of an incident. Mitigation measures may be implemented prior to, during, or after
an incident. Mitigation measures are often informed by lessons learned from prior incidents. Mitigation
involves ongoing actions to reduce exposure to, probability of, or potential loss from hazards. Measures
may include analysis of hazard related data to determine where it is safe to build or locate temporary
facilities. Mitigation can include efforts to educate the university community on measures they can take to
reduce loss and injury.

Conclusion
This plan is intended to provide general all-hazards management guidance, using existing organizations and

lines of authority to allow Northeastern University to meet responsibilities before, during, and after an
emergency occurs.
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2.

PURPOSE AND SITUATION

The Northeastern University Emergency Operations Plan (EOP) assigns responsibility and details the overall
strategy to prepare, respond, recover (short-term), and mitigate from all emergencies or events that jeopardize

the safety of University students, staff, and visitors and threaten the well-being University assets and property.

Recognizing the impracticality of developing and maintaining plans for every possible emergency, the EOP

provides general guidelines for all emergency events. The EOP is divided into a Basic Plan, a Campus Specific

Response Annex, and various Functional Annexes for specific types of incidents.

The Basic Plan provides an overview of the University’s approach to emergency operations including a
description of the activating decision process, gathering of decision-makers, and marshaling of resources.

The EOP integrates into the University’s Comprehensive Emergency Management Program and is based on an

analysis of common hazards, vulnerabilities within the campus area, and operational capabilities necessary to
protect University students, staff, visitors, and property.

Note: Certain sections of the EOP are considered sensitive and have been assigned restricted access.

2.1. PURPOSE

A wide variety of emergencies caused by acts of nature or mankind can result in loss of life, health,
property, and income. These situations disrupt the normal functions of academic institutions, critical
infrastructure, business, communities, families, and cause human suffering. Northeastern University is
responsible for providing the leadership and direction to prevent, prepare for, respond to, recovery from,
and mitigate the dangers and problems arising from such emergencies affecting the university.

To meet this responsibility, Northeastern University has developed the Emergency Operations Plan (EOP)
focused primarily on the response phase of emergency management and existing in conjunction with other
plans and policies to address all the phases of emergency management.

This EOP is intended to set forth the basic information required to manage response to the occurrence of a
natural or man-made emergency or disaster at Northeastern University. The EOP describes how the
university will organize, collect information, make decisions, and communicate. Limited delegation of
authority has been established within this EOP for expeditious management of response actions.

2.2. SITUATION

The Northeastern University Boston campus functions as a small city with more than eighty major
buildings on a 73 acre campus in an urban environment. It is a workplace for over 4,000 faculty,
researchers, and staff; a place of learning for over 20,000 students; and a hub of culture and learning for the
city of Boston. Northeastern University is a major research institution with nine colleges and schools. In
addition, graduate campuses in Charlotte, North Carolina and Seattle, Washington offer advanced degrees
and the George J. Kostas Research Institute for Homeland Security offers federal-level research. With
these satellite campuses, as well as the Burlington Campus, Financial District Campus in Downtown
Boston, the Dedham Campus, and the Marine Science Center in Nahant, Massachusetts, the Northeastern
University footprint is expansive and will only continue to grow with the momentum of the university.
Faculty and staff of the University run more than 35 research and education centers covering a wide-range
of disciplines, including nanomanufacturing. Expanding beyond these facilities are assets held globally,
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which include over 2,000 students, faculty, and staff in programs abroad at various destinations across all
seven continents.

An emergency can occur at any time, suddenly, and without warning. Proper planning is essential to
minimize the impact of any emergency on university assets, including people, operations, and facilities, no
matter where they exist throughout the globe. A crisis or disaster occurs when a stress or hazard negatively
affects buildings, infrastructure, and/or societal systems resulting in adverse conditions within the
organization or community. Although it is not always possible to predict exactly when a crisis or disaster
will occur or the extent to which it may affect an organization or community, we can minimize losses
through deliberate planning and risk-based mitigation efforts.

Achieving organizational disaster resilience within a university enterprise is an exceedingly complex
problem. It requires communication, coordination, cooperation, and focused effort from the entire
University, including the executive leadership, faculty/researchers, staff, students, and external partners
ranging from city, county and state governments, as well as private sector and non-profit organizations.

3. CONCEPT OF OPERATIONS

3.1. ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES

The Emergency Operations Plan is the top-level operational document for Northeastern University’s
Emergency Response and Continuity. The plan addresses the actions to be taken to support life safety, to
protect property, and restore normal operations.

3.1.1. Crisis Management Team

The Northeastern University Crisis Management Team [CMT] is the primary executive policy group for
the institution during times of emergency. The CMT will provide executive-level direction and guidance in
response to all emergency situations, including, but not limited to, delegation of authority, strategic
decision-making, resource allocation of limited assets, operational impact review, internal/external
communications, and authority over overall campus response strategies and plans.

3.1.2. Operations Response Team

The Northeastern University Operations Response Team [ORT] is the team responsible for initial response
of coordination of emergency situations. The ORT will provide leadership, decision-making, and internal
communication as an incident begins. The ORT works in coordination across a variety of operational
departments and groups throughout the University that would be involved in the response to incidents
relating to life safety and mission critical functions of Northeastern University. The ORT provides
situational awareness to the CMT in order to carry out executive-level decisions.

3.1.3.  Senior Leadership Team / Board of Trustees

The Northeastern University Senior Leadership Team [SLT] holds the top-level decision making process
for the University and forecasts long-term recovery efforts. The CMT and ORT provide situational
awareness for the SLT in order to provide a common operating picture across all levels of the response to
an incident. The CMT holds the responsibility to keep the SLT informed of an ongoing incident.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 5
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3.1.4. Faculty and Staff

Faculty and Staff of Northeastern University are expected to support the mission of comprehensive
emergency management. University faculty and staff are encouraged to use the information provided in
this plan, as well as other emergency guides, to prepare for all hazards and threats that may affect
Northeastern University. Additionally, faculty and staff are encouraged to participate in trainings,
informational seminars, and exercises as provided by the Office of Emergency Management and individual
departments throughout the University.

3.1.5. Health and Counseling

Health and Counseling includes the Northeastern University Health and Counseling Services which is
necessary to provide basic healthcare needs during normal operations, but may be required to assist in
coordination of efforts during a large-scale emergency situation in concert with emergency medical
services and area hospitals. Health and counseling is encouraged to maintain response plans for
preparedness, response to, and recovery from emergency situations. Health and counseling would also
assist with coordinating post-incident psychological health resources.

3.1.6. Residential Life

Residential Life responsibilities during an emergency or crisis include first reporting any emergency
situation to Northeastern University Police or appropriate response agency and to provide ongoing
coordination with the ORT and CMT by providing relevant information, assisting with housing and human
needs issues, coordinate with NUPD or local agencies with temporary emergency sheltering and logistics
support, identification of essential residential life personnel necessary during an emergency, and
dissemination of information to students, as required or requested through the CMT. Residential life would
also assist with organizing post-incident spiritual life resources in coordination with health and counseling
resources, as necessary.

3.1.7. Students

The expectation of Northeastern University students is to become familiar with emergency response plans
and maintain basic preparedness principles, including being aware of emergency egress routes and updating
emergency contact information through myNEU. Students should always follow the directions of
University officials and first responders. Students are encouraged to review preparedness materials and
join trainings when available through the Office of Emergency Management and other departments
throughout the University.

3.1.8. Community Partners / Stakeholders

Community partners and stakeholders are provided with access to a public version of the NU EOP and are
encouraged to exercise with various departments within the University in order to prepare through
scenarios and work through situations in a less stressful environment. Community partners and
stakeholders are encouraged to review emergency plans and materials.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 6
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3.2. DIRECTION, CONTROL, AND COORDINATION

Northeastern University has its own Police Force, Public Works (Facilities Department), Dining Services,
and various other internal support functions. Water, sewage, and power services are provided from the
metropolitan public utilities. Fire and Emergency Medical Services are provided from the Boston Fire
Department and Boston EMS. In efforts to fully integrate with municipal and surrounding agencies,
Northeastern University follows the National Incident Management System (NIMS) and the Incident
Command System (ICS) for managing response to emergency and disaster events. The Emergency
Operations Plan is intended to be fully NIMS compliant and is defined in this section.

Plan Assumptions

Assumptions are facts, events, or circumstances that are expected to occur during an emergency and affect
the operational environment of the response. Listed below are the major assumptions that should be
considered before, during, and after an emergency that will lead to the activation of the EMP.

e All emergencies that require activation of the EOP will be managed according to the National Incident
Management System (NIMS), specifically the Incident Command System (ICS).

e During an emergency, all units, departments, and divisions including all activated functions will work in a
coordinated manner and share resources toward a common goal under the direction of the Incident
Commander.

e Depending on the scale and scope of the emergency, the Emergency Operations Center may be activated and
staffed with appropriate personnel and departments that have responsibilities as outlined in the EOP.

e  External partners including private entities and public agencies may integrate into response operations,
depending on the size and scope of the event.

e Local resources shall be used first. When the event overwhelms local resources, then other University assets
or mutual aid agreements will be utilized.

e Significant support, especially from federal agencies, may take at least 72 hours to arrive.

e In addition to students, staff, and visitors, University responding personnel may be affected by an
emergency. This may impede their ability to respond.

e (ritical infrastructure, equipment, and supplies needed to respond to an emergency may be unavailable to
due to the disaster. This may complicate, delay, or reduce the effectiveness of the response.

e Emergency functions performed by individuals and departments will generally parallel their normal day-to-
day functions.

e Key vendors, contractors, and suppliers may be disrupted during an emergency.
e Resources applied during an emergency may necessitate the activation of business continuity operations.
e Anemergency may have a greater effect on at-risk or vulnerable populations.

e Rumors and inaccuracies will spread as the public attempts to gather information about the hazard.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 7
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3.2.1.

Threat Severity Levels

The Northeastern University Police Department and the University Emergency Manager are charged with
coordinating emergency operations. To distinguish the levels of emergency and activation, there are three
threat severity levels used by the university beyond normal operating conditions.

LEVEL II
Alert

LEVEL 1V
Ready

Situation indicates that a major

High Impact

Campus-Wide /

A major weather

incident is occurring and requires a People are in Regional event that is causing
response by Northeastern danger/facilities and injury/damage
University equipment is at risk Emergency
conditions are Multiple building fire
EOC/EOP Activated Immediate action widespread or explosion
necessary
Moderate Impact
Situation that indicates a risk exists Tornado, hurricane,
or a situation is about to occur that | Potential danger is or blizzard warning
will impact one or more NU real and university Campus- issued by NWS
facilities, students, and/or personnel should be Contained
employees. Requires a preparatory prepared to act Major fire or HazMat
status be adopted incident

External Resources

Situation involves a minor threat
that is occurring or may occur that
could negatively affect the
community

Low Impact

No immediate
danger, but the
potential is present

Minor incident for
short duration

Single Incident
that is Limited in
Scope

Severe storm watch
issued by NWS

Minor building
problem

Local utility failure

Day-to-day operations wherein on-
duty personnel routinely resolve
very minor situations without
implementing the general
emergency measures contained in
this plan

No Impact
(Normal Operations)

No Threat Present

Medical emergency

Minor vehicle
collision

Fire alarm
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3.2.2. NU Incident Command Structure

The Northeastern University Emergency Operations Plan follows the Incident Command System (ICS),
which is the emergency management structure used by the National Incident Management System (NIMS)
for emergency response. The ICS is designed to be used for all types of emergencies and is applicable to
small day-to-day emergency situations as well as large and complex disaster situations. ICS provides a
system for managing emergency operations involving a single agency within a single jurisdiction; multiple
agencies within a single jurisdiction; and multiple agencies from multiple jurisdictions.

The organizational structure of the ICS may not resemble the day-to-day organization of the University.
Employees may report to other employees to whom they do not usually have a reporting relationship.
Furthermore, as the severity of the incident increases, employee assignments may change in the ICS
organizational structure. This means that an employee’s position in the ICS structure may change during
the course of a single incident. Using ICS at NU allows for improved coordination among individual
departments and agencies as they respond to the incident.

In the event of an emergency on campus, one or more NU organizations will be responding, forming On-
Scene Incident Command focused on the incident. The NU Police, or local police for satellite campuses,
are generally the first to respond to a major incident or one involving life safety. Facilities Services may be
the first to respond to problems in the infrastructure supporting NU. Residential Life may respond if the
incident involves residences on or off campus. Health Services may respond if the incident is health
related. Satellite campus response teams may respond if the incident is on a specific NU campus. Which
organization responds initially would depend in part on who gets the activating alarm and is first to arrive
on scene. The NU Police, or local police for satellite campuses, will respond to all incidents and set up the
initial Incident Command Post.

In addition, if the incident triggers fire alarms, responders may include local fire departments. In a major,

area-wide incident, other city, state, or federal organizations may be involved. All of these organizations
operate under the ICS, facilitating cooperation, orderly communication, and response.

NU Incident Command Structure

UNVERSITY
PRESIDENT |
EMERGENCY OPERATIONS CENTER CRISIS MANAGEMENT TEAM
[incident Caordinatian] (Executive Policy Group) !
SENIOR
| LEADERSHIP TEAM J
INCIDENT COMMANDER OPERATIONS RESPOMSE TEAM
[On-Scere ODperations) J {Critical and Support Dpecationd]
| |
[ I . 1 I : I 1
Pubhe Infarmation Lisisan Salecy Oipewationt | Coratiusncy Leghzics Planning Admrarasirataon
Cticer uer Offucer Saman Suppan Sacmion STaon Saxction
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Incident Commander

The Incident Commander (IC) manages all on-scene emergency activities, including development,
implementation, and review of strategic decisions, as well as post-event assessment.

e The Incident Commander is the authority for all emergency response efforts and supervisor to the Public
Information Officer, Safety Officer, and Liaison Officer. The Operations Response Team Chief (ORT
Operations Chief) reports to the IC.

e  The Incident Commander may serve as any or all of the positions in the Command and General Staff
depending on the complexity of the event.

e  The Incident Commander communicates closely with the Crisis Management Team and Operations Response
Team.

The role of the Incident Commander may be held by an official from varied disciplines depending upon the
nature of the incident. The following individuals are authorized to assume the position of Incident
Commander:

Initial Incident Response

e  Police Supervisor (Sergeant) or Higher Rank
e  Fire Department Officer

e  Facilities Supervisor

Extended Incidents (Dependent upon Nature of Incident)

e  Public Safety Command-Level Staff

e  University Emergency Manager

e  Fire Department Command Officer

e NU Environmental Health and Safety Specialists
e  Facilities Services/ITS Managers

e Health Services Managers or Local Public Health Official

The role of the Incident Commander (IC) is to manage and coordinate Northeastern University’s response
to incidents affecting members of the Northeastern community. In that capacity, the IC may direct
personnel, take actions and implement procedures as necessary to resolve issues related to the incident.

Once a person has assumed command of an incident, that person will remain the IC until relieved by choice
or by a more suitable official. The responsibilities of the IC are as follows:

e Assume command.

e  (lassify the threat severity level by matching situation facts to threat criteria.

e  Take protective action to stabilize the scene.

e Select and establish an appropriate Command Post.

e  Activate appropriate ICS functions.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 10



s

.. m:\

t;'{

Northeastern University

e  Establish a unified command structure with responding agencies, if necessary.

e  Conduct initial briefing of the CMT.

e Set specific objectives and direct that incident action plans be developed, if necessary.

e  Brief all Command Post personnel on objectives and incident action plans.

e Continually review and update incident action plans with the CMT.

e Approve all incident information released to the news media in coordination with CMT.

e Set objectives and approve plans for returning to normal operations.

Command Staff

Command Staff report directly to the Incident Commander. These positions are established to assign
responsibility for key activities not specifically identified in the General Staff elements. Positions include
the Public Information Officer, Safety Officer, and Liaison Officer.

Public Information Officer

The Public Information Officer develops and implements an information strategy for faculty, staff,
students, visitors and the media. This position is always activated in a Level I or II emergency.

Safety Officer

The Safety Officer monitors and evaluates and recommends procedures for all incident operations for
hazards and unsafe conditions, including the health and safety of emergency responder personnel. The
Safety Officer is responsible for developing the site safety plan and safety directions in the Incident Action
Plan.

Liaison Officer

The Liaison Officer is the point of contact for representatives of other governmental agencies,
nongovernmental organizations, and/or private entities.

Additional Command Staff

Additional Command Staff positions may also be necessary depending on the nature and location(s) of the
incident, and/or specific requirements established by the IC. For example, General Counsel may be
assigned directly to the Command Staff to advise the IC on legal matters, such as emergency
proclamations, legality of evacuation orders, and legal rights and restrictions pertaining to media access.
Similarly, a Medical Advisor may be designated and assigned directly to the Command Staff to provide
advice and recommendations to the IC in the context of incidents involving medical and mental health
services, mass casualty, acute care, vector control, epidemiology, and/or mass prophylaxis considerations,
particularly in the response to a bioterrorism event.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 11
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Operations Response Team / General Staff

The Operations Response Team / General Staff is comprised of five sections: (1) Operations, (2)
Constituency Support, (3) Logistics, (4) Planning, and (5) Administration. Each section reports to the ORT
Operations Chief (also known as the ORT Lead) and can be expanded to meet the resources and needs of
the response. Individual Section Chiefs may be utilized as the incident expands followed by Deputy Chiefs
as needed. The ORT Operations Chief reports directly to the Incident Commander and provides
information to the Crisis Management Team as required.

Operations Section

The Operations Section is responsible for managing tactical operations at the incident site directed toward
containing the immediate hazard, saving lives and property, establishing situation control, and restoring
normal conditions. Functions that are considered a part of the Operations Section include Public Safety &
Security, Public Health & Medical, Oil and HazMat Response, Firefighting, and Search & Rescue.

Constituency Support

The Constituency Support, depending upon the incident, may be within Operations, Logistics, or Planning.
This function is responsible for providing health and human services for the community to support personal
needs and assistance. Functions include Spiritual Life and We Care assistance.

Logistics Section

The Logistics Section is responsible for providing facilities, services, personnel, equipment, and materials
in support of the incident. Functions that are considered part of the Logistics Section include
Transportation, Facilities, Housing, Resource Support, Food & Water, and Communications.

Planning Section

The Planning Section is responsible for collecting, evaluating, and disseminating situational information
pertaining to the incident. This section maintains information and intelligence on the current and forecasted
situation, as well as the status of resources assigned to the incident. The Planning Section prepares and
documents Incident Action Plans (IAP) and incident maps and gathers and disseminates information and
intelligence critical to the incident. Functions that are considered part of the Planning Section include
Emergency Management, Situational Awareness, Incident Documentation, and Technical Specialties.

Finance & Administration Section

The Finance & Administration Section is responsible for purchasing, and cost accountability relating to the
response effort. This section documents expenditures, purchase authorizations, damage to property,
equipment usage, and vendor contracting, and develops FEMA documentation. This Section also collects,
evaluates, and disseminates incident situation information and intelligence to the IC or UC and incident
management personnel, prepares status reports, displays situation information, maintains status of resources
assigned to the incident. Functions that are considered part of the Finance & Administration Section
include Procurement, Cost Tracking, Time Tracking, Claims/Compensation, and Long-Term Recovery.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 12
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Incident Action Plan

An Incident Action Plan (IAP) is a written or verbal strategy for responding to the incident developed by
the Incident Commander and Section Chiefs. A written IAP is not required for smaller incidents. In those
cases, the Incident Commander can verbally communicate response strategy to the Northeastern University
Incident Command System. In larger emergency situations a written IAP will be more effective. A written
IAP should be considered when:

e  Two or more jurisdictions are involved in the response

e A number of ICS organizational elements are activated (typically when General Staff Sections are staffed).
e A HazMat incident is involved (required).

e Long Duration Events

e Planned Events

Unified Command

Northeastern University recognizes the need to ensure direction and control for an incident involving more
than one jurisdiction and involving multiple responding agencies. When such a situation exists, a Unified
Command structure will be established. A Unified Command structure means that all agencies and
organizations that have responsibility and authority at an incident will contribute to its resolution. The
process for a Unified Command structure is as follows:

e  Determining overall response objectives
e  Selecting response strategies
e Ensuring joint planning and application of tactical activities

e Maximizing use of available resources

Emergency Operations Center

The Emergency Operations Center is a predefined, centralized location where senior administrators meet to
provide support to the scene-based Incident Command, and to manage the impact of the incident. The EOC
acts in a coordinating role and shall never supersede or countermand the tactical decisions of the IC.

The EOC serves as a centralized management center for emergency operations. The EOC is a designated
area equipped with communications equipment, reference materials, activity logs and all the tools
necessary to respond quickly and appropriately to an emergency.

The EOC may be activated in full, partially, or virtually. Complex or large incidents require a Full
Activation with all functions activated and staffed. Staffing plans are developed for continuous 24-hour
operation in Full Activation. Partial Activation includes a physical EOC, but only necessary functions
activated as requested by the IC or CMT. Virtual Activation would include conference call or other
distance communication. Virtual Activation may be for the initial phase of a no-notice incident or for
minor incidents. During day-to-day operations, the Emergency Communications Center acts as the de facto
EOC, providing coordination and notification functions when an incident occurs, until the EOC is
activated.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 13



Emergency Response Priorities

Protection of Life
1. Students
2. Faculty & Staff
3. General Public

Stabilization of the Event
1. Prevent the incident from expanding.
2. Bring the situation to a point of order.
3. Isolate the scene and control entry.
4. Determine course of action.

Protect the Environment
1. Confine, contain or neutralize hazardous materials that may be released.
2. Ensure that emergency response efforts do not adversely impact the environment.

Protect University Property
1. Facilities necessary for shelter and care of students.
2. Research.
3. Critical University records and collections.
4. Facilities used for education and operational purposes.

Restoration of critical services, education and research programs**
1. Services critical to the well-being of students.
2. Services critical to the integrity of research projects.
3. Services critical to educational services.
4. Services critical to facilities.

**Other than those required to re-establish a basic operating environment, such as power, water,
communications, etc., which have the highest priority for restoration.

Emergency Workforce

Generally this includes but is not limited to Senior Administrators, Emergency Management, Crisis
Management Team Members, Departmental Continuity Personnel, Police, Health Services, Dining,
Facilities, Student Affairs, Residential Life, Environmental Health & Safety, and Information Technology
Services, dependent upon the nature of the incident.

Each department is responsible for reviewing who is considered emergency workforce personnel and what
responsibilities that includes with their staff.

(See Continuity of Operations and Disaster Recovery: Annex F)
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3.2.3. Control of Equipment, Supplies, and Resources

Emergency resources are managed by up to three organizational bodies with separate, complementary
duties.

Crisis Management Team (Leadership)

e  University senior leaders and officers of the corporation

e Make overarching policy decisions, provide resources

Emergency Operations Center (Coordination)

e Directors and managers of key administrative departments
e  Support the On-Scene Incident Command

e  Coordinate with ORT Operations Chief for allocation of internal resources

On-Scene Incident Command (Command)

e  May consist of University Police, Facilities Services, Environmental Health and Safety, University Health
and Counseling, or external public safety agencies

e Apply delegated authority to save lives, prevent expansion of the incident, and protect property as well as the
environment

3.2.4. Relationship between NU and Regional/State Emergency Management

Northeastern University develops and maintains relationships with local and state emergency management
offices for all campuses for the University. Standard emergency management process applies across all
campuses and assistance requests would be forwarded to local emergency management partners, then to
state emergency management partners. Additionally, other institutions of higher education may be utilized
for emergency and pre-planned mutual-aid agreements.

3.3. INFORMATION COLLECTION, ANALYSIS, AND DISSEMINATION

During an emergency, a well-defined, operational information collection capability is essential.
Information collection provides situational awareness to leadership and promotes informed decision
making. Accordingly, the University has designated a process to collect, analyze, and disseminate
information during an emergency to both internal and external response partners as well as the public.

3.3.1. Reporting and Information Sharing
3.3.1.1. Before, During, and After
The Public Safety Communications Center serves as the University’s continuously operating
warning point for receiving reports of emergencies, monitoring hazards, and disseminating

information. The functions provided by the Communications Center include:

Receiving emergency and non-emergency calls from the Northeastern community;
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Monitoring campus alarm systems for detection of fire, building system failure, physical

security breach, or other abnormal conditions; Communicating with local and state public safety
agencies; Monitoring regional and state radio and teletype communication systems; Monitoring
National Weather Service all-hazards warning messages; and Making notifications, as appropriate,
to University officials and outside agencies.

Potential sources of operational information include:

e  On Scene Responders

e  (alls for Service / Victims / Public Communications
e  University Departments

e Public and Non-governmental Partners

e Television, Radio, and Print Media

e Social Media

e  Subject Matter Experts

After collection, information is analyzed to determine its operational relevance. Emergency
management personnel will analyze information that is received and prepare intelligence reports
for leadership, as required. Media monitoring and rumor control is necessary during an emergency
as the potential for false and misleading information is high. This can lead to operational
difficulties for responders and confusion among the public. Misleading information can be
produced from several sources including television, radio, print, and especially, social media.
Accordingly, NU will establish a media monitoring and rumor control element to the Emergency
Operations Center.

3.3.1.2. Sources

Sources of information dissemination and sharing vary by method, audience, and authority.
Sources include WebEOC (local, state, higher education), Blackboard Connect, and various other
channels (See Emergency Notification System Protocols: Appendix B).

3.4. RESPONSE TERMINOLOGY

The nature of any response taken by employees of NU may be limited. This is due to the individuals that
are responsible for resolving the most serious incidents are police, fire, emergency medical personnel,
emergency management personnel, and line utilities personnel. The primary responsibility of the
University is to protect employees, students, and physical assets, plus address the consequences of the
incident, prepare for the continuity of essential services, and support scene activities. The following are
standardized examples of response options available during a critical incident.

3.4.1. Cancel Normal Operations

Cancelling operations prior to start means notifying employees and students that routine services and/or
classes will not be available on a certain day. A variation of this option is to notify the public and
personnel that services for a specific day have been modified. This option is available whenever conditions
allow sufficient time for notifications.
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3.4.2. Emergency Release

Emergency release refers to suspending routine service, or modifying services during normal operational
periods. This option assumes there is a need to clear buildings or suspend service because of an on-going
incident. The coordination of service needs will be addressed prior to the release and will be under the
direction of the CMT. The option should only be used when absolutely necessary and it is safe to do so.
Personnel should not be permitted to leave facilities if they will be exposed to more danger than they would
if they remained in-place. Situations may also arise when the state or local government initiates an
emergency release, but coordination of essential functions must still be addressed.

3.4.2. Shelter-in-Place

Shelter-in-place refers to protecting students and employees within the grounds or facilities of the
University. This option can be used in two types of situations. First, there is no immediate threat to the
facility itself, so all people can remain safe by staying inside. Second, the threat is such that an attempt to
move occupants would expose them to greater danger than they would face by remaining in-place. The
actions of law enforcement or firefighting activity must be considered prior to a shelter-in-place request.
Shelter-in-place may also be used under this definition for severe weather emergencies. Those affected by
a shelter-in-place order should seek shelter by moving away from outside windows and doors.

3.4.3. Deny Entry

While it is not practical to “lockdown” a college or university campus, a deny entry may be considered for
individual buildings or facilities, where applicable. If a building or facility has the ability to secure its
doors to non-University personnel, this is considered a deny entry and may be utilized for a variety of
incidents, but the decision to contain an area, or completely close a building or facility, must consider all
resources and complexities involved.

3.4.4. Additional Terminology/Acronyms

AAR After Action Report

AC Area Command

AED Automated External Defibrillator

ALS Advanced Life Support

ARC American Red Cross

BAPERN Boston Area Police Emergency Radio Network
BLS Basic Life Support

CAD Computer Aided Dispatch

CAP Civil Air Patrol

CBRNE Chemical, Biological, Radiological, Nuclear, Explosive
CERT Community Emergency Response Team
CMED Central Medical Emergency Dispatch

CMT Crisis Management Team

COOP Continuity of Operations

CpP Command Post

CPR Cardiopulmonary Resuscitation

CST Civil Support Team (National Guard)

DEP Department of Environmental Protection
DHS Department of Homeland Security

DPH Department of Public Health

DPS/W Department of Public Safety / Public Works
EHS Environmental Health and Safety
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EMD
EMS/EMT
ENS
EOC
EOP
EPA
EPG
ERG
ESF
ETA
FBI
FD
FEMA
FF
FOG
GETS
GIS
GPS
HAZMAT
HHAN
HSPD-5
IAP

IC

ICS
IED
JIC

LE
LEO
LEPC
LNO
Lz
MACS
MBTA
MCI
MEMA
MOU
MSDS
MSP
NCDPS
NCSP
NGO
NIMS
NOAA
NRF
NUEM
NUPD
NWS
OEMS
ORT
PD
PIO
POC
PSAP
RMS

Emergency Management

Emergency Management Director
Emergency Medical Services / Technician
Emergency Notification System
Emergency Operations Center

Emergency Operations Plan
Environmental Protection Agency
Executive Policy Group (aka CMT)
Emergency Response Guide

Emergency Support Function

Estimated Time of Arrival

Federal Bureau of Investigation

Fire Department

Federal Emergency Management Agency
Firefighter

Field Operations Guide

Government Emergency Telecommunications Service
Geographic Information Systems

Global Positioning System

Hazardous Materials

Health and Homeland Alert Network
Homeland Security Presidential Directive 5
Incident Action Plan

Incident Commander

Incident Command System

Improvised Explosive Device

Joint Information Center

Law Enforcement

Law Enforcement Officer

Local Emergency Planning Committee
Liasion Officer

Landing Zone

Multi-Agency Coordination System
Massachusetts Bay Transportation Authority
Mass Casualty Incident

Massachusetts Emergency Management Agency
Memorandum of Understanding

Material Safety Data Sheets

Massachusetts State Police

North Carolina Department of Public Safety/Emergency Management

North Carolina State Police

Non-Governmental Organization

National Incident Management System

National Oceanic and Atmospheric Administration
National Response Framework

Northeastern University Emergency Management
Northeastern University Police Department
National Weather Service

Office of Emergency Medical Services
Operations Response Team

Police Department

Public Information Officer

Point of Contact

Public Safety Answering Point

Record Management System
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SAR Search and Rescue
SITREP Situation Report
SO Safety Officer
SOP Standard Operating Procedure
TTX Table Top Exercise
UASI Urban Area Security Initiative
ucC Unified Command
WMD Weapon of Mass Destruction
WPS Wireless Priority Service
WSP Washington State Police
WSEPR Washington State Emergency Preparedness and Response

3.5. TRAINING AND EXERCISES

Preparedness and response depend upon training and exercise of the EOP. Training programs are provided
by the Office of Emergency Management as well as other University departments and may be requested or
accessed by all University departments, colleges, units, groups, and areas. Training programs may be
designed around unique needs of the area or may provide standardized material.

3.5.1. Drills / Exercises

Exercises are an important component in comprehensive emergency management as drilling and exercising
the EOP and other response guides keep the information active and current. Above all else, the safety and
security of participants is considered paramount.

3.5.2. Shelter-in-Place and Evacuation

The University’s Fire Safety Unit schedules residential egress drills by semester and participation in these
drills is mandatory for all residents. These drills exercise students and staff on the evacuation measures
necessary to exit a building. Additionally, during these egress drills, exercise facilitators often block
primary egress routes, which forces occupants to utilize secondary and tertiary methods to evacuate from
the building. Certain academic buildings hold scheduled egress drills in order to train building staff and
exercise the evacuation routes. Shelter-in-place exercises are to be conducted annually and re-affirm that
students, faculty, and staff are aware of the response necessary.

3.5.3. Multi-Year Exercise Plan [MEP]

A progressive, multi-year exercise program allows for participation in a series of increasingly complex
exercises, with each successive exercise building upon the previous one until mastery is achieved.
Regardless of exercise type, each exercise within the progressive series is linked to a set of common
program priorities and designed to test associated capabilities. Discussion-based exercises include
seminars, workshops, and tabletop exercises (T'TX). These are familiarization opportunities that reinforce
the information found in the EOP, Response Guides, and Standard Operating Procedures. Operations-
based exercises include drills, functional exercises (FE), and full-scale exercises (FSE). These exercises
validate plans, policies, agreements, and procedures. Discussion-based exercises should be held bi-
annually by individual departments or teams, including the CMT and ORT. Operations-based exercises
should be held in coordination of multiple departments and teams and should be coordinated and
administered annually. Detailed MEP documents are available through the Office of Emergency
Management or on the Office of Emergency Management website.
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3.6. ADMINISTRATION, FINANCE, AND LOGISTICS

Administration and Finance operations will be established in order to track the acquisition of resources,
personnel time, vendor contracts, and costs associated with used, borrowed, or damaged equipment. In
coordination with various departments within the University, emergency procurement and allocation of
resources would be initiated by either the Incident Commander or the Crisis Management Team dependent
upon the circumstances.

Should University resources prove to be inadequate during an emergency, requests shall be made for
assistance from other local jurisdictions, higher levels of government, and other higher education
institutions in accordance with existing or emergency negotiated mutual-aid agreements and
understandings. Such assistance may take the form of equipment, supplies, personnel, or other available
capability. All agreements and understandings will be entered into by duly authorized officials and will be
formalized in writing as soon as possible. Administration of insurance claims and coordination with
insurance companies will be referred to the Northeastern University Office of Risk Management.

3.7. PLAN DEVELOPMENT AND MAINTENANCE

The contents of this plan must be known and understood by those people responsible for its
implementation. The University Emergency Manager is responsible for briefing University officials and
members concerning their role in emergency management and the contents of this plan in particular.

Department Heads and Directors are responsible for development and maintenance of their respective
segments of this plan and their appropriate supporting standard operating procedures. The Crisis
Management Team, or Executive Policy Group, will ensure that an annual review be conducted by all
officials involved in the execution of this plan. The University Emergency Manager will coordinate this
review and any plan revision and distribution found necessary.

This Plan will be tested at least once a year in the form of a simulated emergency exercise (e.g. drill,
tabletop, functional, or full-scale) in order to provide practical, controlled experience to those emergency
managers tasked within the plan. The University Emergency Manager may, at his/her discretion, conduct
more than one emergency management training activity per year as budget, resources, or need arises.

3.8. AUTHORITIES AND REFERENCES

20 U.S.C. § 1092: Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act
(1990).

Federal Emergency Management Agency. (2010). Developing and maintaining emergency operations
plans: Comprehensive preparedness guide (CPG) 101.

International Association of Emergency Managers. (2007). Principles of emergency management.

National Fire Protection Association. (2013). NFPA 1600: Standard on disaster/emergency management
and business continuity programs.

U. S. Department of Education. (2013). Guide for developing high-quality emergency operations plans for
institutions of higher educations.

U.S. Department of Homeland Security. (2008). National incident management system.

EMERGENCY OPERATIONS PLAN « VERSION 1 « STANDARD EDITION 21



